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**** START OF CHANGES ****

E.3.3
Activation of encryption/decryption of DRBs and encryption/decryption/integrity protection of SRB

The dual connectivity procedure with activation of encryption/decryption of Split and/or Non-Split SCG DRB(s) and/or activation of encryption/decryption and integrity protection of an SCG SRB follows the steps outlined on the Figure E.3.3-1.
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Figure E.3.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
Before the MeNB decides to use dual connectivity for some DRB(s) and/or an SRB with the SgNB, the MeNB by checks whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the Xx-C to negotiate the available resources, configuration, and algorithms at the SgNB. When connected to EPC, the MeNB shall indicate to the SgNB that UP integrity protection shall not be activated. The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability shall also be sent to SgNB. 
NOTE 1: During the Attach and TAU procedures, the MME determines whether the UE has access rights to NR as a secondary RAT (see TS 23.401 [2]). The MME provides the MeNB with the UE’s NR security capability and the information on access right to NR in the S1-AP Initial UE Context message or the S1-AP UE Context Modification message (see TS 36.413 [42]).

NOTE 2: 
The UP integrity protection is not activated in SgNB when connected to EPC.

3.
The SgNB allocates the necessary resources and chooses the ciphering algorithm for the DRB(s) and SRB and integrity algorithm if an SRB is to be established which has the highest priority from its configured list and is also present in the UE NR security capability. If a new S-KgNB was delivered to the SgNB, then the SgNB calculates KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be established. 

4.
The SgNB sends SgNB Addition Request Acknowledge to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm(s) to serve the requested DRBs and/or SRB for the UE. 

5.
The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SgNB. The MeNB shall include the SCG Counter parameter to indicate that the UE shall compute the S-KgNB for the SgNB if a new key is needed. The MeNB forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SgNB in step 4) to the UE (see section E.3.4.3 for further details). 

NOTE 3: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Command. The UE shall compute the S-KgNB for the SgNB if an SCG Counter parameter was included. The UE shall also compute KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc for the associated assigned DRBs and/or SRB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates the chosen encryption/decryption and integrity protection at this point.
7. MeNB sends SgNB Reconfiguration Complete to the SgNB over the Xx-C to inform the SgNB of the configuration result. On receipt of this message, SgNB may activate the chosen encryption/decryption and integrity protection with UE. If SgNB does not activate encryption/decryption and integrity protection with the UE at this stage, SgNB shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
**** NEXT CHANGE ****
E.3.4.3
Negotiation of security algorithms

The UE NR security capabilities shall be indicated to the network independently of the LTE security capabilities so that the support of LTE and NR algorithms can evolve independently. 

The UE shall send the UE NR security capabilities to the MME in Attach and TAU Request (when possibly changing MMEs) and the UE and MME shall support the use of the Hash to protect the Attach and TAU Request from man0-in-the middle attacks as described in subclause 7.2.4.4. The MME shall pass the UE NR security capabilities to the eNB in the S1-Initial Context Set-up messages. In addition, the eNB shall pass the UE NR security capabilities to the target eNB at X2 or S1-handover.

After a handover, it is possible that an eNB that supports dual connectivity with a gNB may be unaware of the UE NR security capabilities as the UE may have just been handed over from a eNB or MME that does not support such dual connectivity. To overcome such a possible problem, the eNB shall include the UE NR security capabilities in the S1-Path Switch message. If an MME becomes aware that the current eNB to which the UE is connected to is unaware of the UE NR security capabilities, the UE may initiate an S1-UE Context Modification to pass these capabilities to the eNB. 
When establishing one or more DRBs and/or a SRB for a UE at the SgNB, as shown on Figure E.3.3-1, the MeNB shall forward the UE NR security capabilities associated with the UE in the SgNB Addition/Modification procedure. Upon receipt of this message, the SgNB shall identify the needed algorithm(s) with highest priority in the locally configured priority list of algorithms that is also present in the received UE NR security capabilities and include an indicator for the locally identified algorithm(s) in SgNB Addition/Modification Request Acknowledge. 
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs and/or SRB in the UE. The UE shall use the indicated encryption algorithms for the SCG DRBs and/or SRB and the indicated integrity algorithm for the SRB.

NOTE: 
The UP integrity protection is not activated in SgNB when connected to EPC.
**** END OF CHANGES ****
