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Abstract of the contribution:  This contribution aims to outline threats and associated mitigation mechanisms for Study on Long Term Key Update Procedures.
Summary
1. A compromise of LTK (e.g., K, a.k.a permanent key or USIM Individual key) may occur while it is being transported between stakeholders’ domains or during storage (e.g., ARPF / HSS, eUICC SM-DP, SIM vendor). With reference to the identified threats in TR 33.834v020: 

b)
a security compromise of the communication channel over which Ki is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators’ equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.
Such a leak may have dire consequences for the security of the entire system such as:

· Unauthorized usage of MNO services that are billed to the affected subscriber(s) (e.g., via a cloned USIM)
· Unauthorized eavesdropping on the communications (live or pre-recorded) of the affected subscriber(s)

· Unreliability of the service due to unauthorized use of the same subscription from multiple locations (e.g., causing frequent re-synching of messages’ sequence numbers)
· Possible denial-of-service to legitimate subscribers
2. A conventional recovery scenario for the MNO may be realized through a replacement of the UICC for the affected subscriber. However, this approach can be impractical and very costly when dealing with a very large number of compromised subscriptions. Such an approach may be costly even for a single M2M device, primarily for reasons given here: firstly, in the case of a single M2M device physically located in a hard-to-reach place and secondly, certain devices’ hardware layouts may make the UICC access and replacement extremely difficult. In addition there is high customer impact in the form of friction and disruption to service.
3. Existing mechanisms for the management of LTK(s) by automatic OTA update of an LTK present the following limitations:
a) There are no 3GPP (or ETSI/GSMA/GP/SIMAlliance) standardized procedures to remotely update at a granular level for example just the LTK for an issued UICC.  An interoperable profile format and update procedures need to be defined to enable standardized mechanisms to update individual parameters of a profile for eUICC sourced from multiple service providers 
(to mitigate possible access control/separation of duties violations as well as confidentiality/privacy threats in cases where different components of the same Subscriber Profile are contributed by entities in different administrative/trust domains.)
b) GSMA eUICC specifications GSMA SGP.22 [x] and GSMA SGP.02 [y] provide  mechanisms to perform a remote update of the LTK but this is achieved by downloading an entirely new profile. Such wholesale replacement means that not only is the compromised part of the profile (e.g., USIM credential) being updated, but other parameters and settings as well. This requires re-configuration 
of the new profile with subscriber specific settings from the profile which is being replaced. 
4. Even before provisioning of the LTK can occur, there are potential risks stemming from the fact that the LTK is being transported across various stakeholders’ domains (i.e., changing hands), for example:
· from SIM vendor to MNO site(s) during a conventional UICC personalization process 

· from MNO, SM-DP to eUICC during eUICC remote provisioning procedures 

Recommendation

To mitigate the risks outlined above:

· In order to mitigate the threats in (1b) and (4) develop a mechanisms that enable the generation of LTK rather than transportation over communications channels or distribution of the LTK.
· To ensure robust recovery from attacks described in 1c) and 1d) and while catering to business aspects as outlined in 2) develop a mechanism to seamlessely update the LTK without the need to re-issue  UICC/UICCs
· In order to address the limitation detailed in (3), SA3 should recommend enchancements to the GSMA eUICC specifications so that the profile can be updated at a more granular level.
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