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1
Decision/action requested

This document clarifies that UP integrity is not supported when connected to EPC. 
2
Rationale

SA3 decided to mandate the support of UP integrity in UE and gNB in 5GC in phase 1. The support of UP integrity with ENDC (option 3) is also described in the living document (S3-171487), however, we think that UP integrity is a new service dedicated to 5GC, and would not be used with EPC. In other words, the UP integrity is not used when connected to EPC. This is also in line with the interim agreement in TR 33.899 which states that 5G UE that can only access EPC does not need to support UP integrity: 
· "UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC." (TR 33.899)
With dual connectivity, the SgNB should only activate UP integrity if requested by the master node. In order to avoid different variants of SgNBs, SA3 should assume that MeNB always indicates to SgNB that UP integrity is not activated. In this way, the protocol is forward compatible to the 5G use cases when UP integrity may need to be activated. Furthermore, it can be assumed that the when UP integrity is used with 5GC, the CN is somehow involved in the activation of UP integrity. If similar principle was applied to Option 3, it would require changes to MME. We think that MME impacts needs to be avoided. 
3
pCR 

***** First Change *****

E.1.2
Offload architecture to an SgNB

Annex E.X describes the security functions necessary to support a UE that is simultaneously connected to eNB as master and gNB as secondary for EN-DC dual connectivity described in 5G specification of TS 38.XXX [aa]. The description in Annex E.X is focused on the difference from dual connectivity in E-UTRAN described in Annex E.2.  The one major difference with dual connectivity between a MeNB and an SgNB compared to between a MeNB and a SeNB is that in the former case a RRC signalling connection is allowed between the UE and SgNB (see TS 38.XXX [aa]). Such an RRC signalling connection shall be integrity protected in addition to the ciphered with the chosen ciphering algorithm.  
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Figure E.1.2-1 Offload architecture for EN-DC

When the MeNB establishes security between an SgNB and the UE for the first time for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KgNB (exactly as it would generate an S-KeNB) for the SgNB and sends it to the SeNB over the Xx-C. The SCG Counter is also used as freshness input into S-KgNB derivations as described in the clause E.2.4, and guarantees, together with the other provisions in the present clause E, that the of integrity and cipehig keys used at the SgNB derived from the same S-KgNB are not re-used with the same input parameters to avoid in key-stream re-use and provide replay proetction. The MeNB sends the value of the SCG Counter to the UE over the LTE RRC signalling path when it is required to generate a new S-KgNB. 

The communication established between the SgNB and the UE is protected at the PDCP layer using the SgNB Secondary Cell security context, or SgNB SC security context for short. The SgNB SC security context includes S-KgNB, the key used as input to the UP confidentiality algorithm, KSgNB-UP-enc, the key used as input to the UP integrity algorithm, KSgNB-UP-int, the key used as the input to the RRC confidentiality algorithm, KSgNB-RRC-enc, the key used as the input for the RRC integrity algorithm, KSgNB-RRC-int, the identifiers of the selected cryptographic algorithms and counters used for replay protection. Although the SgNB may support the UP integrity protection algorithms, and has the UP integrity key, and the capability of activating the UP integrity protection using the RRC protocol, the UP integrity protection is never used with EPC. The UE and the SgNB derives the integrity and ciphering keys from the S-KgNB as described in clause A.Z, cf. also E.X.4.2.
***** Next Change *****

E.X
Dual connectivity offload architecture between a MeNB and a SgNB
E.X.1
Protection of the Xx reference point

The protection of Xx interface shall use the X2-C security for Xx-C and X2-U security for Xx-U as described in subclause E.2.1 of the present specification.

E.X.2
Addition and modification of DRBs and/or SRB in SgNB

The S-KeNB that is used for dual connectivity between eNBs (see subclause E.2.3) is also used as the root for the security context at the SgNB. When used in the contexts of dual connectivity with an SgNB, the key shall be called an S-KgNB, i.e. the MeNB generates and forwards an S-KgNB to the SgNB during the SgNB Addition procedure or SgNB Modification procedure requiring key update. 

NOTE1: 
Refer to TS 38.XXX [aa] for definition of the SgNB Addition and SgNB Modification procedures.

Similarly, the MeNB handles the SCG Counter due to interactions with a SgNB as described in subclause E.2.2 for interactions with SeNBs, i.e. this is a single shared SCG Counter for SeNBs and SgNBs and provides the same value of SCG Counter used to the UE and ensure that fresh radio bearer identities are used or the S-KgNB is refreshed. 

When the SgNB receives an S-KgNB in a SeNB Addition/Modification procedure, the SgNB shall derive and store KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be added as described in subclause E.X.4.2 from the received S-KgNB. These freshly derived keys are then used to protect all the radio bearer(s) that use the PDCP of the SgNB. Any previous such keys shall be deleted. If all the keys were derived, then the S-KgNB may be deleted.

NOTE2: 
The UP integrity protection is never activated in SgNB when connected to EPC.
If the UE receives a new SCG Counter in SeNB Addition/Modification procedure, then the UE shall derive a new S-KgNB from this SCG Counter and use KSgNB-UP-int, KSgNB-UP-enc, KSgNB-RRC-int and KSgNB-RRC-enc derived from the new S-KgNB, as the keys to protect all the radio bearer(s) using the PDCP of the SgNB. If all the keys were derived, then the S-KgNB may be deleted in the UE.

When the last radio bearer on the SgNB is released, the SgNB Release procedure is performed; the SgNB and the UE shall delete the KSgNB-UPenc. The SgNB and UE shall also delete the S‑KgNB, if it was not deleted earlier.
E.X.3
Activation of encryption/decryption of DRBs and encryption/decryption/integrity protection of SRB
The offload procedure with activation of encryption/decryption of an offloaded SCG DRB and/or activation of encryption/decryption and integrity protection of an offloaded SCG SRB follows the steps outlined on the Figure E.X.3-1.
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Figure E.X.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload some DRB(s) and/or an SRB to the SgNB by checking whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the Xx-C to negotiate the available resources, configuration, and algorithms at the SgNB. When connected to EPC, the MeNB shall always indicate to the SgNB that UP integrity protection shall not be activated. The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability shall also be sent to SgNB. 
NOTE 1: The MeNB is already provided with the UE NR security capability and the information on access right to NR during attach procedure defined in TS 23.401 [2].
NOTE2: 
The UP integrity protection is never activated in SgNB when connected to EPC.
3.
The SgNB allocates the necessary resources and chooses the ciphering and integrity algorithms if an SRB is to be established which has the highest priority from its configured list and is also present in the UE NR security capability. If a new S-KgNB was delivered to the SgNB, then the SgNB calculates KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be established. 
4.
The SgNB sends SgNB Addition Request Acknowledge to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm(s) to serve the requested DRBs and/or SRB for the UE. 
5.
The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SgNB. The MeNB shall include the SCG Counter parameter to indicate that the UE shall compute the S-KgNB for the SeNB if a new key is needed. The MeNB forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SgNB in step 4) to the UE (see section E.X.4.3 for further details). 
NOTE 2: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Command. The UE shall compute the S-KgNB for the SgNB if an SCG Counter parameter was included. The UE shall also compute KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc for the associated assigned DRBs and/or SRB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates the chosen encryption/decryption and integrity protection at this point.
7. MeNB sends SgNB Reconfiguration Complete to the SgNB over the Xx-C to inform the SgNB of the configuration result. On receipt of this message, SgNB may activate the chosen encryption/decryption and integrity protection with UE. If SgNB does not activate encryption/decryption and integrity protection with the UE at this stage, SgNB shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
***** Next Change *****

E.X.4.3
Negotiation of security algorithms

When establishing one or more DRBs and/or a SRB for a UE at the SgNB, as shown on Figure E.X.3-1, the MeNB shall forward the UE NR security capabilities associated with the UE in the SgNB Addition/Modification procedure. Upon receipt of this message, the SgNB shall identify the needed algorithm(s) with highest priority in the locally configured priority list of algorithms that is also present in the received UE NR security capabilities and include an indicator for the locally identified algorithm(s) in SgNB Addition/Modification Request Acknowledge. 
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs and/or SRB in the UE. The UE shall use the indicated encryption algorithms for the SCG DRBs and/or SRB and the indicated integrity algorithm for the SRB.
NOTE: 
The UP integrity protection is never activated in SgNB when connected to EPC.
***** Next Change *****

E.X.10
Protection of the traffic between the UE and SgNB
E.X.10.1
General

NOTE 1: Once the 5G security specification is ready, the below text may be replaced with something like "The ciphering and integrity algorithm for use between a UE and an SgNB are described in TS 33.501" and the below technical description may be moved to TS 33.501. 
As in LTE, the ciphering and integrity protection sall be applied between the UE and gNB at the PDCP layer.

The inputs to the integrity and ciphering algorithms are the same as the input for the algorithms in LTE. Both the UE and SgNB shall support the following algorithms

5G-EA0 which is the same as EEA0 for both RRC and UP confidentiality
5G-EA1 which is the same as 128-EEA1 for both RRC and UP confidentiality
5G-EA2 which is the same as 128-EEA2 for both RRC and UP confidentiality
5G-IA0 which is the same as EIA0 for RRC integrity protection
5G-IA1 which is the same as 128-EIA1 for RRC integrity protection
5G-IA2 which is the same as 128-EIA2 for RRC integrity protection
Both the UE and SgNB may support the following algorithms

5G-EA3 which is the same as 128-EEA3 for both RRC and UP confidentiality
5G-IA3 which is the same as 128-EIA3 for RRC integrity protection
5G-IA0 which is the same as EIA0 for UP integrity protection
5G-IA1 which is the same as 128-EIA1 for UP integrity protection
5G-IA2 which is the same as 128-EIA2 for UP integrity protection
 NOTE 2: 
The UP integrity protection is never activated in SgNB when connected to EPC. The UE that can only access the EPC, and the SgNB that is only connected to EPC does not need to support UP integrity algorithms.  
***** End of Changes *****
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