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1. Overall Description:

RAN WG2 in their LS R2-1706151 requested SA3 requested feedback from SA3 on security questions related to ENDC.

Please find below a discussion on the questions, embedded within the LS text. It is proposed to send a reply LS based on the answers below. 

“1. Overall Description:

RAN2 has sent an LS R2- xxxxx with clarifications on Counter check procedures,

The Counter check procedure was defined in the TS 36.331 (Section 5.3.6.1) to enable the E-UTRAN to detect packet insertion by an intruder (a 'man in the middle'). To describe the procedure briefly, the counter check procedure is used by E-UTRAN to request the UE to verify the amount of data sent/ received on each DRB. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by E-UTRAN. For LTE-DC, in TS 36.423 (Section 9.1.3.14) it is specified that this message is sent by the SeNB to request the verification of the value of the PDCP COUNTs associated with SCG bearers established in the SeNB.

For LTE-NR Dual Connectivity covering all options (i.e. Option 3/4/7 series), RAN2 has been discussing the applicability of the Counter Check procedure for NR. In addition, RAN2 has been discussing the expected behaviour from the network and UE upon SCG SRB and DRB integrity check failure. 

RAN2 would kindly ask SA3 to specifically clarify the following questions for all the LTE-NR Dual Connectivity covering all options (i.e. Option 3/4/7 series):

Question for applicability of counter check procedure

Q1: For Options 3/4/7 and for Option 2: Is integrity protection for DRB supported in NR and if so, whether the Counter Check procedure is needed?

Answer: For Option 3, MeNB is an eNB which directly connects to an MME, SeNB is gNB, without MME/S1MME changes  it is not be possible to support integrity protection of DRBs supported in NR.

In option 4, MeNB is gNB connected to 5GC and SeNB is eLTE eNB, it is possible to support integrity protection of DRBs on NR.

In option 7, MeNB is eLTE eNB and SeNB is gNB, it may be possible to support integrity protection of DRBs on NR if MME/S1MME changes support it.
Whenever integrity protection is supported on a DRB, counter check procedure is not required.

Question related to SCG SRB integrity check failure 
Upon detection of SCG SRB integrity check failure (irrespective of whether integrity protection used for DRBs or not), RAN2 has made a working assumption (for protocol simplification) that only SCG part of SCG and MCG split bearers need to be suspended (please refer to the Annex for the list of agreements and working assumption). 

RAN2 are given to understand that the transmission on the MCG part of the SCG split bearer could continue after integrity check failure on the SCG SRB for a short time (brief period of few tens of msec) until the MeNB has received and acted upon the SCGFailureInformation message (from the UE). Furthermore, RAN2 thinks that the integrity breach may have occurred even earlier; for example, due to infrequent usage of the SCG SRB. Additionally, if the SCG SRB is not configured and there is no integrity protection for the SCG integrity check failures will be undetected, leading to data continuing over the SCG and SCG split bearer.

Q2: Could SA3 confirm RAN2 understanding? “
Answer: If SCG SRB integrity check fails it is possible that there is packet injection on the SRB link. Such packets need to be dropped and possibly SRB link has to be suspended. Since SRB is under suspicion, it is possible that SCG DRB and split bearers are also under attack. Hence in this situation whole SCG (i.e. SRB+ DRBs) need to be suspended, but MCG operation can continue if MCG bearers don’t see integrity failure.

SA3 agrees with the assumption that, in case of SCG SRB integrity check failure only SCG part of SCG and MCG split bearers need to be suspended if SCG SRB integrity check failure is detected.
