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1
Decision/action requested

Add the following EN to clause 11: 

 Take into account that both EAP-AKA’ and EPS AKA* can be used over untrusted non-3GPP access due to a recent development in SA2 that allows carrying arbitrary NAS messages between UE and N3IWF. 
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Rationale

A companion discussion paper in S3-171957 explains why, with the recent developments in SA2 regarding the registration procedure over untrusted non-3GPP access, the authentication method EPS AKA* can now be used also over untrusted non-3GPP access and provides the necessary changes for clause 6 of TS 33.501. 

The present pCR provides an Editor’s Note for clause 11 on “Security for non-3GPP access to the 5G Core network” stating that a description of the use EPS AKA* for authentication over untrusted non-3GPP access needs to be added to clause 11 once normative text for clause 11 is available.

(Note that the most recent SA3 agreement on authentication over untrusted non-3GPP access is contained in TR 33.899 as solution 1.49, which may serve as the basis for normative text to be included in clause 11. However, this solution is likely to undergo changes in light of the recent developments in SA2 regarding the registration procedure, so it is suggested to wait with filling clause 11 with normative text until SA3#88bis.)
4
Detailed proposal

********************Start of pCR***********************************

11           Security for non-3GPP access to the 5G Core network

Editor's Note: This clause covers untrusted non-3GPP access.
Editor's Note: It needs to be taken into account in this clause that both, EAP-AKA’ and EPS AKA*, are allowed to be used over untrusted non-3GPP access. Figure and text need to reflect this and provide equal treatment to these two authentication methods in clause 11.
********************End of pCR***********************************

