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1	Introduction
This contribution proposes to add some potential security requirements for the key issue #11.2 User awareness of security.
In order to improve the user awareness of security, it is proposed that UEs have the capability of providing the recommended security level to the user. For the exsiting security requirements, it is proposed that UEs should be able to validate security indication related information not only from the network but also from the services.
We kindly propose SA3 to agree the following pCR.

2	Proposal
It is proposed to approve below pCR.

**********************Begin of changes********************************

[bookmark: _Toc484710181][bookmark: _Toc485654839][bookmark: OLE_LINK1][bookmark: OLE_LINK2]5.11.3.2	Key Issue #11.2: User awareness of security
[bookmark: _Toc452659662][bookmark: _Toc452660075][bookmark: _Toc452660494][bookmark: _Toc452662642][bookmark: _Toc452966753][bookmark: _Toc452967170][bookmark: _Toc452967584][bookmark: _Toc452967997][bookmark: _Toc452970306][bookmark: _Toc457918447][bookmark: _Toc457919518][bookmark: _Toc467573634][bookmark: _Toc475606477][bookmark: _Toc475607951][bookmark: _Toc476247271][bookmark: _Toc479242640][bookmark: _Toc484710182][bookmark: _Toc485654840]5.11.3.2.1	Key issue details
Next generation system is expected to diverse access networks (Section 4.1 of TR 23.799), services (Section 5 of TR 22.891), and UE types. Different networks or services may have different security capabilities, but the implication of it may hardly be understood by users. Since this could mislead users to mistakenly trust or doubt the current service or access networks, and make harmful decision, there should be some way to let users be aware of major security implications (e.g. fallback to weak security).
[bookmark: _Toc452659663][bookmark: _Toc452660076][bookmark: _Toc452660495][bookmark: _Toc452662643][bookmark: _Toc452966754][bookmark: _Toc452967171][bookmark: _Toc452967585][bookmark: _Toc452967998][bookmark: _Toc452970307][bookmark: _Toc457918448][bookmark: _Toc457919519][bookmark: _Toc467573635][bookmark: _Toc475606478][bookmark: _Toc475607952][bookmark: _Toc476247272][bookmark: _Toc479242641][bookmark: _Toc484710183][bookmark: _Toc485654841]5.11.3.2.2	Security threats 
Attackers could specifically target UEs in access networks or services with weak security, while users do not fully understand the situation, so for users to do sensitive transactions over the less secure environment. In general, this will make UEs more vulnerable.
Active attackers could make a UE move to less secure service or access network (e.g. by jamming the current serving eNB or network). Downgrade of security will make UEs and users more vulnerable.
Active attackers might let user to believe it is attached to a secure service or access network, while it is not the case in reality.
[bookmark: _Toc452659664][bookmark: _Toc452660077][bookmark: _Toc452660496][bookmark: _Toc452662644][bookmark: _Toc452966755][bookmark: _Toc452967172][bookmark: _Toc452967586][bookmark: _Toc452967999][bookmark: _Toc452970308][bookmark: _Toc457918449][bookmark: _Toc457919520][bookmark: _Toc467573636][bookmark: _Toc475606479][bookmark: _Toc475607953][bookmark: _Toc476247273][bookmark: _Toc479242642][bookmark: _Toc484710184][bookmark: _Toc485654842]5.11.3.2.3	Potential security requirements
-	UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.
-  Based on the security capability and parameters, the UE may present the recommended security level to the user for better awareness of security ( such as security level 0-4, level 0 means no security mechanism, level 1 means only integrity protection for the control plane etc.).
-	Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.
-	UEs should be able to collect security capabilities of access networks and services, and derive security indication for users from those parameters.
-	UEs should be able to validate security indication related information from the services and network.
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