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1
Decision/action requested

This document discusses the security issues on the SCEF Northbound API interface and proposes to set up a new Work Item.
2
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3
Rationale

3GPP SA2 defined the SCEF (Service Capability Exposure Function) framework starting from Rel-13 to allow exposure of 3GPP network capabilities to application domain. However, 3GPP specified neither the SCEF functional architecture nor its interactions with SCS/AS (Services Capability Server/ Application Server). 
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Figure 3-1: 3GPP Architecture for Service Capability Exposure
In SA#74 plenary meeting, 3GPP SA received an LS from oneM2M (SP-160761) requesting 3GPP to specify the northbound APIs from SCEF to support oneM2M specifications to facilitate a useable end-to-end M2M architecture. 3GPP SA agreed for 3GPP to standardize northbound APIs. Specifically, 3GPP SA indicated that the required architectural aspects would fall under SA2 (SP-160952) purview, CT3 to be responsible for the stage 3 work of specifying the APIs, SA5 to be responsible for charging and accounting aspects associated with SCEF Northbound API, and these three working groups have set up corresponding work items to study the relevant issues. 
The northbound APIs between the SCEF and the SCS/AS (the T8 reference point) is included in the scope of 3GPP now, so the interface security issues also need to be resolved, otherwise the user can not feel safe to use this interface, especially, when SCS / AS is located in the untrusted domain, there are security risks on T8 interface. Therefore, it is the responsibility of SA3 to study the security of T8 interface.
SA3# 87 meeting discussed a LS from SA2 about whether the scope of BEST SID (in SA3) and security-aspects of NAPS WID (SP-170240) may be correlated, the conclusion is that the two projects are not related, BEST has completed all the work, do not need to make any changes for the NAPS, therefore, SA3 shall study the security of NAPS T8 interface independently.
3.1
Security Requirements
3.1.1       Requirements on Service Capability Exposure Function

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. The SCEF provides a means for the discovery of the exposed services and capabilities. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network APIs) defined over T8 interface. The SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain. The security functionality of the SCEF includes the following:

-
Authentication and Authorization:

-
Identification of the API consumer,

-
Profile management,

-
ACL (access control list) management.
The functionality of the Service Capability Exposure Function (SCEF) includes the following:

-
support ability to satisfy security requirements on SCEF – 3GPP Network Entity reference point and SCEF – SCS/AS reference point;
-
it shall be able to determine whether the Application is authorized to send requests for the 3GPP Network Entity, where authorization shall be per UE or optionally per service per UE. SCEF may include authentication, authorization, and access control list management functionality or it may rely on the authorization decisions made by the 3GPP Network Entity via reference point SCEF – 3GPP Network Entity. The mechanism of such authorization performed by the SCEF shall be specified by SA3 [1]. 
3.1.2       Security Requirements on SCEF – SCS/AS interface
The SCEF is controlled by the 3GPP operator or a business partner e.g. by another operator than the 3GPP operator controlling the Network Entity or by a 3rd party, the SCEF – SCS/AS reference point shall fulfil the following requirements: 

Integrity protection, replay protection, confidentiality protection and privacy protection for communication between the SCEF and SCS/AS shall be supported;

-
mutual authentication between two directly communicating entities in the security domains or untrust domains, in which SCEF and SCS/AS respectively reside, shall be supported;
-
integrity protection and replay protection shall be used;
-
confidentiality protection should be used;
-
privacy of the 3GPP user shall be provided (e.g. IMSI/IMPI shall not be sent outside the 3GPP operator’s domain);
3.2
Security Issues
3.2.1       Identification of the API Consumer
The first step in preventing APIs from being unauthorized used is to identify the API consumers. A common approach is to use the API key which is a simple, random identifier, and can be easily included in each API request. API Keys are often not encrypted, so they may be found by an attacker. Although the API Key is not a means of authentication, it can be used to deny rogue applications (intentional or unintentional) flooding requests. Filtering or blocking requests with specific API keys can effectively deny access to any such application. 
3.2.2       Authentication
For more sensitive data, it is necessary to use an authentication method, which is used to determine whether someone's access to the API is authentic. The simplest authentication method is Http Basic, which is based on the user name / password. It is supported by almost all clients and servers without special handling. As long as reasonable precautions are taken to ensure the security of the password and SSL is used for all communications, the eavesdropper can not intercept the information. It also applies to application-to-application communication. However, this authentication method is less secure, but simply put the base64 encoding user name and password into the header. In addition, there are other authentication methods, such as HTTP Digest, API KEY, JWK JWT, OAuth, etc. It is need to study which method is suitable for T8 authentication.
3.2.3       Authorization
After authentication, SCEF needs to authorize accesses, that is, depending on the identity, grant different access. Access users have different identities, such as admin users, ordinary users and auditor users; they need to be granted different access permissions. Specific authorization frameworks and processes need to be further studied.
3.2.4       Confidentiality and Integrity Protection
Data protection is an important aspect of API management, especially data encryption and intergrity protection. The data protection for API operations must be done to prevent data leakage. Firstly, it is need to know what sensitive data should be protected. After determine which data is sensitive, how to protect the data in the API can be considered. Data encryption must be part of the API with sensitive data. Data integrity protection can be used depending on the degree of sensitivity of the data.

3.3
Conclusion

The above analysis shows that there are many security issues on the T8 interface. SA3 should determine the security requirements and security processes of the T8 interface and write the related security solutions into the 3GPP document. Therefore, an independent work item is needed to study the specific security requirements and processes.
4
Detailed proposal

SA3 is kindly requested to consider the rationale and the conclusion in this contribution to approve:

1. A new WID for security of the SCEF Northbound API interfaces, and

2. A LS to inform SA2, SA5and CT3 that SA3has begun to study the security of the SCEF Northbound API interfaces.
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