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Decision/action requested

It is proposed discuss questions raised by R2-1707501.
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Rationale

3.1 Introduction

This contribution proposes the discussion on the security keys in EN-DC raised by R2’s LS--- R2-1707501[1].
3.2  Analysis on the LS

According to R2-1707501[1], RAN2 WG is “In an effort to allow greater deployment flexibility and to reduce the number of Bearer Type change options “Bearer Type change”. To be more specific, the RAN2 WG is trying their best to reduce the impact of change among MCG split bearer, SCG split bearer and SCG bearer.

Observation 1: RAN2 WG is trying their best to reduce the impact of change among MCG split bearer, SCG split bearer and SCG.
R2-1707501[1] also says “it was agreed to make the security key association to the termination point transparent (MCG or SCG) to the UE”. Therefore, the impact that RAN2 WG is trying to reduce is at UE side.  

Observation 2: RAN2 WG aims to reduce the impact at the UE side.
The same PDCP protocl is agreed by RAN2, as they are saying“The same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer” in R2-1707501[1]. And we can conlude that the same PDCP protocol can reduce the impact on the change of termination point. For instance, if the UE is using MCG bearer and SCG bearer, and the MeNB decides to change the SCG bearer to MCG split bearer, the UE can reuse the current layer 2 configuration.

Observation 3: By defining a common PDCP for MCG split bearer, SCG split bearer and SCG bearer, the change among MCG split bearer, SCG split bearer and SCG bearer can be transparent to the UE.
3.3 Problems in the LS
The only problem they are facing is the number of security keys. 

The first option is “1.a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers”. This is the same as LTE DC. When a UE first set up a MCG bearer and a MCG split bearer, the UE will use KeNB as the basic key. When the MeNB instructs the UE to change the MCG split bearer to the SCG split bearer, if the requirementmust be met, the MeNB shall transfer the KeNB to the SgNB, and the SgNB use KeNB as the basic key to protect the SCG split bearer. If not, the UE will derive an S-KgNB which will be used for SCG split bearer. However, the MeNB shall not send KeNB to the SgNB. Therefore, option 1 is not secure enough if the change of termination point needs to be transparent to the UE.

Observation 4: The first option is not secure in case of changing MCG split bearer to SCG split bearer, because the MeNB will transfer the KeNB to the SgNB.

Proposal 1: Inform RAN2 WG that the first choice is not secure if the change of termination point needs to be transparent to the UE, because KeNB or S-KgNB may need to be transferred back and forth between MeNB and S-gNB.
The second option is “2.
a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used ”.  According to RAN2 WG, three keys for three bearer types: KeNB is for MCG bearer, S-KeNB is for SCG bearer, and a split-KeNB will be used for split bearer.

As it has agreed by RAN2 WG that MCG split bearer and SCG split bearer will use the same PDCP protocol. If the MCG split bearer changes into SCG split bearer, the UE will update the split-key without knowing where the data anchor is. If the split-key is derived by a counter and the KeNB which is the same as S-KeNB to avoid reuse of the split-KeNB, the bearer type transition completes transparent to the UE.
Observation 5: A new split-KeNB with the same derivation scheme that used for S-KeNB can meet the RAN2 WG’s requirement and there is no security problem.

Proposal 2: Inform RAN2 WG that the second choice is secure if the split-KeNB is derived by KeNB and a counter.

The third option is “3.
a different key for each bearer”. If a bearer-KeNB is derived for each bearer, it will introduce complexity in terms of the number of keys needed and how these keys are managed, because a bearer type may have multiple bearers and therefore could result in multiple keys, one for each bearer. If the bearer type is changed, the bearers under the old bearer type need to delete all bearer-KeNBs, and all bearers under the new beare type will derive new bearer-KeNBs. If a new bearer allocates under a bearer type, a new key must be derived for it. 

Observation 6: A different key for each bearer introduces too many keys and key managementcomplexity. 

Proposal 3: Inform RAN2 WG that the third choice is too complex.
3.4 Conclusion

The following observatios have been made:

Observation 1: RAN2 WG is trying their best to reduce the impact of change among MCG split bearer, SCG split bearer and SCG

Observation 2: RAN2 WG aims to reduce the impact at the UE side.

Observation 3: By defining a common PDCP for MCG split bearer, SCG split bearer and SCG bearer, the change among MCG split bearer, SCG split bearer and SCG bearer can be transparent to the UE.
Observation4: The first option is not secure in case of changing MCG split bearer to SCG split bearer, because the MeNB will transfer the KeNB to the SgNB.

Observation 5: A new split-KeNB with the same derivation scheme that used for S-KeNB can meet the RAN2 WG’s requirement and there is no security problem.

Observation 6: A different key for each bearer introduces too many keys and key management complexity. 

The folowing proposals are identified:
Proposal 1: Inform RAN2 WG that the first choice is not secure if the change of termination point needs to be transparent to the UE, because KeNB or S-KgNB may need to be transferred back and forth between MeNB and S-gNB.
Proposal 2: Inform RAN2 WG that the second choice is secure if the split-KeNB is derived by KeNB and a counter.
Proposal 3: Inform RAN2 WG that the third choice is too complex.
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Detailed proposal

SA3 is kindly requested to take into account the proposals in clause 3.4 when drafting replied LS. 

