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1
Decision/action requested

SA3 is kindly requested to accept the proposed pCR changes in section 4 into TR33.899 v1.2.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system
3
Rationale

The content of this contribution was discussed during the email approval of SA3#87 meeting. QC and Nokia raise some technical questions and comments that were addressed via email. These comments and replies to these comments are captured in here for the record of the discussion followed by the content from S3-171206 contribution.

Comment No. 1 (Nokia):

As you state, “solution proposes to monitor per UE’s access behavior, detect abnormal UEs, and block them.“ how would you implement this monitoring in the AN? What id would you use? 
I think the original Qns in the EN are not addressed and do not agree deleting “Editor’s Note: This solution does not address the case of malicious UE that keeps changing its ID. “

In the Evaluation, I would suggest to mention overheads too Access node and Auth Server.

Response No. 1:

However, Huawei agrees that when the malicious UE is capable of launching an attack where the UE is able to keep changing its identity for each transaction (if I am able to say that), there is no solution to our knowledge that can address this case except limiting the rate of the same procedure messages at the AN.
Since it is a fact, then we are replacing the EN with a NOTE that captures and document the meaning.

Note:     In the case of illegal UE that is heavily infected and probably remotely controlled and/or has intelligence in a way where the UE keeps changing its NAS temporary identifier or use a random number every time it establish an RRC connection, in such a case there is no solution other than ensuring the gNB limits the rate of such specific control procedure per cell and per the whole gNB.
Please let me know if that address your concern.
Comment No. 2 (QC):

I don’t think the proposed solution will work for two reasons:
· the gNB may not know the current NAS layer identifier of the UE (e.g., S-TMSI has changed)

· There may not be any AS level identifier to check if the UE is trying to establish the RRC connection 

Therefore, I don’t think we should delete the first sentence in the evaluation

Also, I agree with Suresh and prefer the keeping the existing EN. Please note that a UE doesn’t have to be “heavily infected” or “remotely controlled” – a malicious UE can simply change the reported NAS level identifier.

Response No. 2:

If either one of the two cases you mentioned is not available and known to the gNB, then the gNB will allow the transaction of such UE to go through and thus will eliminate the case of DoS on legal UEs. The whole idea of making the gNB enforce the rule of two identifier is to avoid blocking legal UEs which one of its identifiers were spoofed.
What the solution is proposing is: if the attaching or trying to attach UE does not satisfy the criteria of both layers identifiers, then the gNB will allow the transaction to go through. Thus prevent DoS attack on legal UE(s). On the other hand, the gNB has the intelligence to limit the rate of such message(s)/transactions to avoid overwhelming the gNB by an attacker(s).

Does that address your point?

Comment No. 3 (QC):
But what happens if the malicious UE spoofs both identifiers of the victim UE. Won’t the victim UE be blocked then?
It seems to be that it will be straightforward for a malicious UE to either bypass these checks at the AN or cause denial of service to other legitimate UEs, thus rendering these checks at the gNB fairly ineffective.

Response No. 3:

Let us remember that no two UEs can have the same AS identifier at the same time while being attached to the same cell.
Let us assume that legal UE1 has AS ID1 and NAS ID2.

For the sake of argument, if an attacker spoofed both Identifiers, it will be impossible for gNB to allocate the same AS (ID1) to the attacker if the legal UE is attached.

Let us assume that the legal UE is not attached and the attacker was able to use both of the legal UE AS and NAS IDs to connect and the legal UE tries to attach to the same gNB, the gNB will for sure allocate a different AS ID to the legal UE and thus the legal UE may have the same NAS ID as the attacker but will have a different AS ID.

Thus it will not be blocked.

Does that make sense?

Comment No. 4 (Nokia)
No two valid UEs can have the same AS identifier, but an attacker can spoof a valid AS identifier, and using the spoofed id he can masquerade as real UE and pump in messages to gNB, if real UE is connected. I do not think gNB keeping track of AS id and NAS id is practical in all scenarios.
I do not agree deleting the Editor’s Note.

Response No. 4 (Inserted after comments):

No two valid UEs can have the same AS identifier, but an attacker can spoof a valid AS identifier, 
AS Identifiers are supposed to be very short live temporary ID. Just as a reminder.

At the same time, the gNB will ensure that no two UEs have the same AS ID. Hope we agree thus far.

and using the spoofed id he can masquerade as real UE and pump in messages to gNB, if real UE is connected. 
I disagree.

There is a level of AS messages that happens anyway even before an AS ID is allocated. 

So, I do not understand your point. What you are referring to here has nothing to do with the AS ID.

Unless you mean something else, please let me know. 

I do not think gNB keeping track of AS id and NAS id is practical in all scenarios.

No one is assuming that and no one is suggesting that. 

Where did you see this? Can you point me where it is the contribution?

I do not agree deleting the Editor’s Note.

Please see my responses above and if you would like to clarify your scenario further, I will be more than happy to address it. So far, I do not see any technical reason supporting this objection.

Comment No. 5 (QC)
Even though gNB won’t allocate the same AS ID to two UEs, nothing prevents a malicious UE from spoofing an AS ID allocated to another UE.
Response No. 5:

It does not need a malicious UE; any UE can propose to the gNB whatever AS temporary ID as long as it is within the valid range.
It is the gNB responsibility to decide whether that is allowed or not.

If that AS Temp ID is already allocated to another UE, it is impossible for the gNB to allocate the new UE the AS ID or provide it with service; it is the current functionality of the LTE eNB to ensure that never happens. No one is proposing to change that. I am sorry, it is just not a valid argument/scenario.
It is believed that all technical questions and clarifications which were raised by Nokia and QC were addressed properly and on time. It should have been that QC raised its concern before the deadline in order for the objection to be valid. However, Huawei because of the large number of contributions and in order to avoid any conflict agreed to NOTE the contribution and bring it back to SA3#88 meeting for consideration.

Solution 2.11 used the authentiucation mechanism as one of the services that the UE may request from the network. However, this solution proposal is generic and can be used by the network for any service that use a control messaging between the UE and the network.
In addition, this contribution is trying to address four points that were raised and were documented as an EN and in the evaluation section.

Point No. 1:

“The procedure for handling Illegal UE repeated authentication may introduce a DoS attack on a specific UE using this UE specific temporary or permanent Identifier.”

The solution requires the access point (gNB) to enforce a backoff timer for the Illegal UE using the UE Temp ID or a longer term identifier. In comparison to EPS, RRC Connection Request contains the UE NAS Identifier which could be S-TMSI or a random number. In addition, the UE is identified by a C-RNTI.

Since the Illegal UE may spoof the NAS temporary ID of a legal UE, the access node shall enforce the blocking policy by validating two of the UE identifiers, e.g., S-TMSI and C-RNTI. The gNB shall ensure that the UE meets both conditions in order to be blocked for the period of time specified. If any UE fails both or any of these two IDs, the UE shall not be blocked.

A new text under section 5.2.4.11.2 as shown in section 4 below has been added to clarify the solution. Thus the above note in the evaluation section will be deleted.

Point No. 2:

“Editor’s Note: This solution interworking with privacy solutions is ffs.

Since RRC Connection Request never allows the IMSI to be communicated, the subscriber permananet identifier (IMSI) privacy is never an issue in this solution. The Authenticator does not need to identify the UE to the gNB using its Subscriber IMSI rather it always uses the UE temporary identifier. Thus the above EN will be deleted.

Point No. 3:

“Editor’s Note: This solution assumes that the UE is capable of triggering the authentication procedure. This solution needs to be revisited if a UE triggered authentication mechanism is considered for NextGen.”
This solution never assumed that the UE can start the authentication process. However, a legal or illegal UE can trigger the authentication mechanism by initiating the attach procedure. Although, the proposed solution is generic enough to be applicable in any case that involves control protocol between the UE and the network, an illegal UE may trigger the network authentication by starting an attach procedure which would consequently triggers the network to authenticate the UE. With this in mind, the above EN will be deleted.
Point No. 4:

“Editor’s Note: This solution does not address the case of malicious UE that keeps changing its ID.”
In the case of illegal UE that is heavily infected and probably remotely controlled or has intelligence in a way where the UE keeps changing its NAS temporary identifier or use a random number every time it establish an RRC connection, in such a case there is no solution other than ensuring the gNB limits the rate of any specific control procedure per cell and per the whole gNB. The solution text will be updated accordinglt. A Note will be added to replace such EN.
4
Detailed proposal
*************** Start of Change 1 ****************
…………
5.2.4.11
Solution #2.11: Blocking the UE which repeats authentication in a short period
5.2.4.11.1
Introduction
This solution addresses key issues #1.21, #2.7. This solution proposes to monitor per UE’s access behaviour, detect abnormal UEs, and block them.
5.2.4.11.2
Solution details
Legal UE which is controlled by an attacker and repeatedly initiates the authentication process in a short period will cause network resources to be maliciously exahusted. This proposal allows the network to monitor the authentication frequency of the UE. If the authentication frequency of one UE is higher than a certain  threshold, then the network will consider the UE’s behaviour as abnormal and block the UE’s authentication process for a back-off time. 

Figure 5.2.4.11.2-1：Procedure for Blocking Illegal UE causing repeated authentication
For the illegal UE, each time the UE authentication  fails, to save the radio network resouce for normal UE, it’s suggessed that the access node monitor the authentication failure frequency of the UE. When the authentication failure frequency of one UE is higher than a certain  threshold, then block the UE’s RRC connnection request for a back-off time. Here, in order to identify a specical UE, RRC connnection request has to carry the UE identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID. 
Illegal UE may spoof the NAS temporary identifier of a legal UE. In order to avoid causing a denial of service to such legal UE, the access node (gNB) shall use a combination of two identifiers to identify such illegal UE, e.g., S-TMSI and C-RNTI or comparable NG identifiers. Any UE which fails one or both of these checks shall not be blocked.  
NOTE: 
If the UE authentication fails, the authentication server should send a message to notify the access node to release the UE context with the cause of authentication failure. E,g. in the LTE 3GPP-AKA authentication, the MME sends the UE context release command with the cause of authentication failure to the eNB.
NOTE:
In comparison to EPS, the RRC Connection Request carries NAS UE Identifier which value can take S-TMSI or Random Number. It never carries the long term subscriber identifier (IMSI).
Note:
In the case of illegal UE that is heavily infected and probably remotely controlled and/or has intelligence in a way where the UE keeps changing its NAS temporary identifier or use a random number every time it establish an RRC connection, in such a case there is no solution other than ensuring the gNB limits the rate of such specific control procedure per cell and per the whole gNB
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Figure 5.2.4.11.2-2：Procedure for Blocking legal UE
For the above case of legal UE, only when the authentication frequency is higher than the normal frequency, then network decides the UE is abnormal and block it, so the threshold of the authentication frequency depends on the specific service model. E.g. the normal authentication frequency is A, then set the threshold to 2*A. For the case of illegal UE, if the frequency of authentication failure is higher than a certain vaule, e.g. 3 times per second, then think the UE is abnormal and block it immediately. Therefore,  the threshold of the authentication frequency should be set to different value for the different two case. And the back-off time also can be set to different value. How to set the threshold of the authentication frequency and the back-off time, it depends on the operator’s requirement and the vendor’s implemention.

.
Editor’s Note: What kind of ID available to access network for tracking the UE and how it is protected, e.g., Temp ID, RAN specific ID, or IMSI, is ffs.

NOTE: 
To identify a special UE in the access node, the RRC connection request message has to carry an identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier.
5.2.4.11.3
Evaluation

This solution is effective only against signalling measures due to massive attaches.

This solution is effective in identifying DoS attack that could be generated from a legal UE that possibly has a software error but still compliant to 3GPP standard and follows the network back off timer.

In addition, this procedure is effective when an infected UE that is able to generate a specific operation, for example initiating an attach procedure which triggers the authentication procedure but at the same time follow the standard by identifying itself based on its legall identifiers, e.g., UE Temp ID and UE allocated C-RNTI.
On the other hand, in the case of illegal UE that is heavily infected and probably remotely controlled and/or has intelligence in a way where the UE keeps changing its NAS temporary identifier or use a random number every time it establish an RRC connection, in such a case there is no solution other than ensuring the gNB limits the rate of any specific control procedure per cell and per the whole gNB.
Note: This solution is a congestion control like measure that is to be specified by SA2.
.
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