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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.2.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system

3
Rationale

Contribution S3-171191 on MASA handling of out of sequence scenario was accepted during email approval of SA3#87 meeting. The EN was accidently left with being deleted.

This contribution to delte the left out EN.
4
Detailed proposal

***************Start of Change 1****************
…………

5.2.4.12.2.4.1
Handling of Authentication and Data Request

· When AUSF/ARPF receives the Authentication and Data Request from the SEAF, AUSF/ARPF retrieves the IAR message.

· AUSF/ARPF uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· AUSF/ARPF uses the Home Network private key to decrypt the IAR and recover the user IMSI, RANDUE, and COUNTER

· AUSF/ARPF access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· AUSF/ARPF uses the RANDUE, COUNTER and ‘K’ to derive KIARint. 

· AUSF/ARPF uses KIARint and the IAR Block to calculate the MAC and compare it to the MAC received in the IAR message to validate the integrity of the IAR. If validation passes, AUSF/ARPF validate the freshness of the message by checkeing the COUNTER received in the IARBlock as listed in next step.


………….
***************End of Change 1****************
