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1
Decision/action requested

It is requested to discuss and approve the pCR proposal as in section 4 into TR 33.899 v1.2.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system
3
Rationale

IA (E.4.11.1.2) on Key issue 4.11 allows the flexibility of retaining or changing AS security keys during HO to be addressed in Phase I. Providing flexibility in retaining AS keys during HO should be allowed when the PDCP anchor point does not change.
The following address KI 4.15 and proposed agreements:

In addition, IA (E.4.15.1.2) neess to be updated to identify what can be achieved in Phase 1.

IA (E.4.15.2.2) is about listing what changes from LTE Xn handover should be allowed and adopted into 5G. This contribution proposes that first-hop forward security should be achieved during Xn HO whenever the source and target gNBs are connected to different PDCP anchor points. In addition, it proposes accepting solution 4.24 as bases for achieving first-hop forward security when PDCP anchor point changes.
4
Detailed proposal

*************** Start of Change 1 ****************
E.4.11 
Questions and interim agreements for key issue #4.11
E.4.11.1
Flexibility of retaining or changing AS security keys during HO 
E.4.11.1.1
Description of question

Should flexibility of retaining or changing AS security keys during HO be addressed in Phase I?
E.4.11.1.2
Interim agreement

· Yes.
· Flexibility of retaining AS security keys during HO shall be allowed as long as the PDCP anchor point is not changed. 
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
E.4.15 
Questions and interim agreements for key issue #4.15
E.4.15.1
Changing AS security keys during HO when PDCP anchor point changes.
E.4.15.1.1
Description of question

Should changing AS security keys during “HO with PDCP anchor point changes” be addressed in Phase I?
E.4.15.1.2
Interim agreement

· Yes. 
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
E.4.15.x
Changing AS security keys during HO when PDCP anchor point changes.
E.4.15.x.1
Description of question

Should changing AS security keys during “HO with PDCP anchor point changes” meets one hop backward and forward security?
E.4.15.x.2
Interim agreement

· Yes. 
*************** End of Change 3 ****************
*************** Start of Change 4 ****************
E.4.15.2
Security aspects of Xn handover 
E.4.15.2.1
Description of question

What new security mechanisms or aspects will be introduced for Xn handover, if any, compared to LTE X2 handover?
E.4.15.2.2
Interim agreement


Adopt solution # 4.24 as the bases for achieving one hop forward security for AS security keys during Xn HO with PDCP anchor changes.
*************** Start of Change 4 ****************
