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1
Decision/action requested

It is requested that details of SUCI are added to TS 33.501.
2
Rationale
It is necessary to describe how UE generates the SUCI and what its format is.
3
Detailed proposal 
*** BEGIN CHANGES ***
6.8.X

Subscription concealed identifier

The subscription concealed identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate SUCI using the privacy key
 that was securely provisioned in control of the home network. The privacy key includes the raw public key of the home network and its identifier, and the protection scheme identifier.
To generate SUCI from SUPI, the UE shall use the protection scheme as identified in the privacy key. The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.
The UE shall not conceal the home network identifier (e.g., mobile country or network code).

The UE shall construct the SUCI as consisting of the home network identifier, the identifier of the home network public key, the identifier of the protection scheme, and the scheme-output.
NOTE:
The scheme-output depends on the protection schemes as described in Annex X. For example, in case of null-scheme, it is the scheme-input itself (i.e., the subscription identifier), and in case of ECIES it is the concatenation of cipher-text block, ephemeral public key of UE, and other parameters, if applicable.
*** END OF CHANGES ***
�This clause is proposed in separate skeleton contribution by Ericsson S3-171777. This contribution proposes content to it.


�This is a new term defined in separate Ericsson contribution.





