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1. Overall Description:

In the context of 5G, the SA WG3 has been actively working to enhance subscriber's privacy. The reason in doing so is that better privacy will certainly benefit subscribers, operators, equipment vendors and application service providers alike.

1.1 Privacy indication of IMSI or SUPI
One of the most pressing privacy concerns in 5G relates to untraceability of subscriber’s long-term identifier, called IMSI or SUPI (the SUPI is a new general term coined in 5G). And the biggest threat to it is arguably the "IMSI catcher" which is the collective name given to devices used to eavesdrop and track subscribers. Over the past years, these "IMSI catchers" have received much attention in media and hacker conferences. Some examples are following: CBC News in Canada, Aftenposten in Norway, The Washington Free Beacon and Vice News in the US, DEF CON 24 and Black Hat EU 2015. 
Towards solving this, the SA WG3 has made an important agreement to conceal IMSI or SUPI over-the-air in 5G. This is arguably one of the major privacy enhancements in 5G compared to LTE. However, it is likely that operators want or even need to control if IMSI or SUPI is concealed or not, similarly as they control the confidentiality of user data.  This would mean that the IMSI or SUPI may or not be concealed and may or may not be visible in clear-text over-the-air. Since indication of the confidentiality of user data is already specified in 33.401 (Clause 5.2), the SA WG3 is discussing if similar indication of the concealment of IMSI or SUPI is also added in 5G (33.501, please refer to the attachment). Doing so could be not only fair and logical but also important to increase trust and confidence in the users of 5G towards the 5G network. In absence of it, users would not have a feasible way to determine if their IMSI or SUPI privacy is being threatened by attacker.
The SA WG3 seeks feedback/advice from the SA WG1 in this matter, i.e. new indication of SUPI privacy. 
1.2 Privacy indication of 5G-GUTI

Another pressing privacy concerns in 5G relates to untraceability of subscriber's short-term identifier, called 5G-GUTI. The LTE has various procedures where the network can refresh GUTI, thus making it unfeasible for attacker to trace the subscriber, but it is optional for the network to do so. Consequently, although the GUTI in LTE is capable to provide untraceability over-the-air, long-living GUTI in LTE are potential source of traceability issue. This issue (which may be called "GUTI catcher" issue) has also received attention, e.g., Arxiv paper. 

Towards solving this, the SA WG3 are discussing to mandate the network to refresh the 5G-GUTI in certain procedures, mainly the Registration procedure. While in general, the networks always operate with good conduct and are trusted by UEs, it is not impossible that the networks may still assign the same 5G-GUTI to UE. If the same 5G-GUTI is assigned multiple times to the UE, then it becomes similar to LTE where network has option not to refresh GUTI. 
Therefore, in order to address this unlikely but possible issue, there is a proposal in TR 33.899 (see Clause 5.7.4.13.2.3 (i.e., variant-B) and also Clause 5.7.4.16) where the UE checks if the newly assigned 5G-GUTI is same as the old 5G-GUTI or not. In case that the 5G-GUTI is not a fresh one, the UE may take some self-crippling actions. While such self-crippling actions may be undesirable for operational and efficiency reason, it might be still worthwhile that UE takes notice and provides this information for potential new indication. In other words, doing so will be enabler for yet another indication related to 5G-GUTI refreshment.
The SA WG3 seeks feedback/advice from the SA WG3 in this matter, i.e. new indication of 5G-GUTI privacy.

2. Actions:

To SA WG1 group.

ACTION: 
SA WG3 kindly asks SA WG1 to take above description into account and give feedback about feasibility of two new privacy indications, one related to IMSI or SUPI concealment and another related to 5G-GUTI refreshment.
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