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1
Decision/action requested

This paper provides a proposal to add a requirement on bidding down protection for features that will be introduced in later releases into the TS.
2
References

None
3
Rationale

In 5GS, SMF is a logically separate network function from AMF and is responsible for PDU session authorization and management. The SMF may be slice specific and hence need to exchange slice specific PDU session parameters with the UE. Such PDU session parameters requested by the UE and configured by the SMF shall not be modified by an intermediate entity between the UE and SMF including the AMF. Clearly, such protection is not in the scope of 5G phase 1 as the SEAF is collocated with AMF, i.e. the AMF has the root key of the authentication and hence it is not possible to protect against a malicious AMF. 
However, if the bidding protection of such an ability is not provided in Phase 1, then it will never be possible to securely add such a feature or other features in the later phases. This will require some security related procedure beyond the AMF NAS security, as AMF may always indicate to the UE that the network does not such new features even if these features are supported by the rest of the network in the later phases. It has always been the intention of SA3 to support bidding down for feature that may not be in Phase 1. 
In S3-171431, Nokia argued the following.
In a later phase of 5G, when we will possibly have separate security associations between UE and SMF, with keys unknown to AMF or other SMFs, we will also have a SEAF separate from AMF. It has been decided for 5G phase 1 to co-locate SEAF and AMF. When SEAF and AMF may be separate later the SEAF will remain a trusted entity even if the AMF, for whatever reason, may not; this has been acknowledged by Qualcomm in earlier contributions. The solution against bidding down then is a capability exchange protected by a security association between UE and SEAF, in which the UE is informed about the capabilities of AMF and SMF. This approach is not new, but has been touched upon already in Nokia’s contribution S3-170636 “Evolution scenario for AMF and SEAF from 5G phase 1 to later phases”.

However, the SEAF does not have a direct signalling connection with the UE nor does it lie on the NAS signalling path. If the SEAF is separated from the AMF in later phases (which may happen as acknowledged by the Nokia paper), the SEAF cannot directly inform the UE of new features without introducing a new signalling connection. Clearly to provide bid down protection, this signalling will need to be in Phase 1. By bid down protection, we mean that a UE that supports the new feature receives some secured indication that it is talking to a Phase 1 network that does not support this feature. Clearly as noted above such a secure indication cannot come from the AMF.

Furthermore, the following SA2 reply LS (S2-175289) on S3-170912 acknowledges that in roaming scenario, there are session specific parameters such as policy-related information and QoS parameters configured by HPLMN (i.e., H-SMF) which cannot be understood by the VPLMN (e.g., V-SMF). This implies that such information shall be transferred to the UE without any modification by intermediate entities such as V-SMF and AMF. As H-SMF and V-SMF/AMF are in different trust domains, it is necessary to have integrity protection of PDU session information authorized by the H-SMF.
Question to SA2: SA3 would like SA2 to provide feedback on whether such scenarios are supported in phase 1 of the 5G system. If so, SA3 would appreciate additional information especially on the home-routed case regarding which functional entities in the visited network and home network are involved in the negotiation of QoS parameters, and how the decision among UE, visited network, and home network on the selected QoS parameters is taken. Pointers to information flows in SA2 TSs would also be highly appreciated. 

SA2 answer: the scenarios are supported in phase 1 of the 5G system. In the home routed case, the following applies:

-
Session Management signalling is “consumed” by the V-SMF and is not forwarded to the H-SMF

-
for the processing of SM signalling and the management of PDU sessions, signalling is exchanged between the V-SMF and the H-SMF to carry information provided by the UE (including information for PDU session authorization/authentication, and parameters that may be introduced based on HPLMN features and cannot be understood by the V-SMF) and to return to the V-SMF information provided by the HPLMN (e.g. policy-related information, QoS parameters). 

Procedures describing the QoS establishment can be found in TS 23.502 in sections 4.3.2 (PDU Session establishment), 4.3.3 (PDU Session Modification), 4.2.3.2 (UE triggered Service Request in CM-IDLE state), 4.2.3.2 (UE triggered Service Request in CM-CONNECTED state), and 4.2.3.4 (Network Triggered Service Request).
Various network sharing scenarios are described in TS23.251, which include RAN sharing, RAN+MME sharing, RAN+MME/SGSN sharing and so on. In 5G, it may be the case that RAN and AMF are shared yet SEAF, SMF and UPF are separately managed by individual operators. To support such deployment scenarios, bidding down protection on SM signalling will be required.
Considering the aforementioned aspects, it is proposed that the bidding down protection on features that are supported be included in the 5G phase 1. 
4
Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in TS 33.501.
***
BEGIN OF FIRST CHANGE
***
5           Security Requirements and Features

5.X
General Security Requirements
A man in the middle could attempt bidding down by making the UE and the network entities respectively believe that the other side support only security features of an earlier release when both sides in fact support security features of a later release. It shall be ensured that bidding down, in the above sense, can be prevented.
Editor’s Note: This requirement is to be reformulated in line with 3GPP drafting rules.
***
END OF FIRST CHANGES
***
