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1
Decision/action requested

To approve the requirements and procedures proposed in Clause 3 (Detailed proposal) below.
2
Rationale
The short-term subscription temporary identifier (assigned to UE by serving core network) in 5G is called 5G-GUTI. The 5G-GUTI has implications on subscriber’s privacy. Therefore, there is a need of normative specification in 3GPP TS 33.501 on handling the 5G-GUTI.
Proposed Clause 6.8.2 (Subscription temporary identifier) in TS 33.501 is intended to be evolution of Clause 7.1 (Mechanism for user identity confidentiality) in TS 33.401.

3
Detailed proposal 
*** BEGIN CHANGES ***
5.1
Requirements on the UE
5.1.5
Subscriber privacy

UE shall support 5G-GUTI.
SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).
*** NEXT CHANGES ***
5.3
Requirements on the AMF

5.3.4
Subscriber privacy

AMF shall support assigning 5G-GUTI to UE.

AMF shall support reallocating 5G-GUTI to UE.

*** NEXT CHANGES ***
6
Security Procedures between UE and 5G Core Network Functions

6.8.2
Subscriber temporary identifier

A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [a].
Editor's note:
The structure of 5G-GUTI is currently defined only in TS 23.501. This editor's note will be removed when 5G-GUTI is formally defined in TS 23.003.

Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE in Registration Accept message.
Editor’s note:
It is FFS to determine if AMF shall send a new 5G-GUTI to UE for Registration procedure of type "periodic registration update". It is so because, mandating AMF to send new 5G-GUTI in this case would also mean mandating UE to send Registration Complete message to confirm the new 5G-GUTI. However, by design, periodic registration update is a light weight procedure and normally the final Registration Complete message is not used.
Upon receiving network triggered Service Request message from a UE (i.e., Service Request message sent by UE in response to a Paging message), the AMF shall send a new 5G-GUTI to the UE.

Editor’s note:
It is FFS to determine how AMF sends a new 5G-GUTI to UE after network triggered Service Request procedure. Some potential ways to do so could be sending Service Response message if applicable or by initiating a 5G-GUTI reallocation procedure. Service Response message and 5G-GUTI reallocation procedures are not yet sufficiently/formally defined in TS 23.502.
NOTE 1:
It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above.
NOTE 2:
It is left to implementation to generate 5G-GUTI containing 5G-TMSI that uniquely identifies UEs within the AMF. It is recommended for the implementation to generate 5G-TMSIs following best practices of unpredictable identifier generation.
*** END OF CHANGES ***
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