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1
Decision/action requested

It is proposed to endorse the content of this document
3
Rationale

For AS security negotiation and setup, a number of decisions have to be taken.
4
Detailed proposal

Note: in the below, null algorithms are not considered to provide confidentiality or integrity protection

RRC security

Proposal: RRC security can be neogtiated indpendently of user plane security.

Proposal: RRC security will be same as in LTE

Granularity 

Proposal: The SMF controls whether confidentiality protection shall be enabled. It is ffs whether the granularity should be PDU sessions or QoS flows.  

Proposal: The SMF controls whether integrity protection shall be enabled.It is ffs whether the granularity should be PDU sessions or QoS flows.  
Activation

Proposal: The gNB activates protection per data radio bearer (DRB) based on SMF instructions. The method for activation is ffs.
Algorithm selection

Proposal: the gNB selects the DRB and SRB algorithms. Whether the same integrity algorithms shall be used for RRC and all DRBs, for which UP integrity is enabled is ffs. When confidentiality is enabled for RRC, then whether the same confidentiality algorithms shall be used for RRC and all DRBs, for which UP confidentiality is enabled, is ffs.
Proposal: whether it is allowed that the gNB overrules SMF instructions is ffs
Integrity and/or Confidentiality:

Proposal: The SMF can configure integrity and confidentiality protection policies independent of each other
