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1
Decision/action requested

It is requested to approve the changes in clause 9 below.
2
References

[1]
GSMA RSP Technical Specification SGP.22, v2.1
3
Rationale

GSMA specifies remote Profile provisioning processes for consumer devices in SGP.22, where Profile is defined as combination of data and applications to be provisioned on an eUICC for the purpose of providing services.

A Profile includes one MNO-SD and NAAs, where the MNO-SD contains the Operator’s Over-The-Air (OTA) keys and provides a secure OTA channel, and NAAs include K/Ki for authentication between the 3GPP network and the UE.

Introducing another key(s) for long term keys update is not desirable in general, as it may lead to new attack scenarios. However, in the context on eUICC, eUICC contains build-in Private Key(s) and corresponding eUICC Certificate(s), which could be used to establish a scure channel with the eUICC provisioning server, e.g. Subscription Manager Data Preparation+ (SM-DP+) in SGP.22, independently from long term keys.
Current GSMA SGP.22 supports downloading of a new Profile and deletion of the previous Profile whose long term keys are exposed. A high level description of re-use of GSMA eUICC solution is provided in this pCR. 
4
Detailed proposal

Changes are proposed below.
***
BEGIN CHANGES
***

9.x
Solution #x: 'Replace the affacted Profile on eUICC'
9.x.1
Introduction

This solution discusses one potential way to update long term keys on the eUICC by using remote Profile provisioning processes defined in GSMA SGP.22 [8], specifically, by downloading a new Profile with new long term keys and deleting the Profile on the eUICC whose long term keys are exposed.
Profile is defined as combination of data and applications to be provisioned on an eUICC for the purpose of providing services. A Profile includes one MNO-SD and NAAs, where the MNO-SD contains the Operator’s Over-The-Air (OTA) keys and provides a secure OTA channel, and NAAs include K/Ki for authentication between the 3GPP network and the UE. A Profile is identified by ICCID as defined in SGP.22.
9.x.2
Solution Description
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When the long term keys of the Profile on the eUICC are exposed, the end user can download a new Profile following the Profile download and installation procedure as defined in section 3.1.3 of SGP.22 v2.1, and then the end user should delete the Profile whose long term keys are exposed following Profile deletion procedure as defined in section 3.2.3 of SGP.22 v2.1.
9.x.3
Solution Evaluation
This solution takes advantage of standardized GSMA eUICC Profile provisioning procedures to solve the issue of long term keys exposure, by downloading a new Profile to replace the affected Profile whose long term keys are exposed.

This solution requires no change of 3GPP specifications, neither GSMA eUICC specifications. 


The usage of the solution is limited to eUICC, and does not apply to traditional UICC/SIM cards.
The solution requires the end user consent for Profile downloading and Profile deletion, which may confuse the end user as it is not expected by the end user, so the end user may reject the procedure.
The solution may also impact the end user data stored in some applets of the affected Profile, e.g. payment applet, when the whole Profile is replaced by a new one.
***
END OF CHANGES
***
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