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Attachments:
1. Overall Description:
SA3 would like to thank SA2 for the LSes on PC5 secure communication (S2-171621 / S3-171707) and (S2-170398, R2-168930 / S3-171706). SA3 would like to provide a response to the following questions from SA2/RAN2.

SA2 Question (LS S2-171621) to SA3:
“

As secure communication between eRemote-UE and eNB can be achieved with PDCP, is the secure communication between eRemote-UE and eRelay-UE over PC5 needed? 
“
SA3 answer to SA2 (LS S2-171621): 
The secure communication, achieved with PDCP, is adequate to provide user plane confidentiality between eRemote-UE and eNB.  
With respect to security of PC-5, SA3 would like to mention it is studying potential DoS attacks that may be caused by a rogue eRelay-UE that has successfully inserted itself as a man in the middle between eRemote-UE and eRelay-UE.  By doing so, the rogue eRelay-UE could block calls or messages between the eRemote-UE and the network. Alternatively, an eRelay-UE or malicious eRemote-UE could replay traffic to eRelay-UE to consume resources of eRelay-UE / eNB which would prevent it from providing service for Real eRemote-UE.  However, SA3 has not yet drawn conclusions about whether these attacks are to be mitigated.  
If these attacks are found to be relevant, SA3 will be investigating solutions which may require a secure communication between eRemote-UE and eRelay-UE.
SA2/RAN2 Question (LS S2-170398, R2-168930) to SA3:
“

3) Whether legacy Rel-13 connection establishment procedures (PC5 Signalling Protocol) are sufficient to ensure a secure connection for UP and CP between remote UE and relay UE over PC5 interface.

“

SA3 answer to SA2/RAN2 (LS S2-170398, R2-168930):
SA3 would like to inform SA2 and RAN2 that SA3 assumes some existing mechanisms in TS33.303 can be re-used to establish a secure PC5 connection between eRelay-UE and eRemote-UE if such a secure connection is deemed necessary. SA3 will study this aspect in the current TR and inform SA2 and RAN2 accordingly.
2. Actions: 
To SA2/RAN2: SA3 respectfully asks SA2/RAN2 to take the above information into account.
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