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1
Decision/action requested

It is requested to discuss and add contents for "Null-scheme" in TS 33.501's Annex.
2
Rationale
When adopting and deploying 5G, especially, in the initial phases, operators might want to have flexibility to not use any concealment mechanism for the SUPI, for various operational and regulatory reasons.

Therefore, so called "null-scheme" is proposed which is effectively same as using EEA0 for RRC/NAS.
The elegant aspect of using "null-scheme" is that specification becomes cleaner and easy to write and read. For example, there won't be any need to write many if/else clauses and conditional behaviours for concealed SUPI (i.e., SUCI) and non-concealed SUPI. Specification can always talk about SUCI. Doing so is aligned with how specifications talk about protected RRC/NAS. The RRC/NAS protection could be based on EEA0/EIA0. Similarly, SUCI could be based on "null-scheme".

3
Detailed proposal 
*** BEGIN CHANGES ***
X.2 
Null-scheme  


The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.
When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.
NOTE 2:
The null-scheme provides no privacy protection.
Editor’s note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.
*** END OF CHANGES ***
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