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1. Overall Description:

SA3 would like to thank SA2 for their LS on 5G Registration via Untrusted Non-3GPP Access.

SA3 had an interim agreement to base their Rel-15 normative work on solution 1.49 in the TR 33.899 (i.e. solution based on vendor ID) and would like to ask SA2 whether this is still under consideration and, if not, what would be the issues that led SA2 not to consider it further.

SA3 discussed the two solutions provided by SA2 and has the following comments:

In order to protect the AMF from attacks caused by arbitrary NAS messages received before the UE is authenticated, all the solutions would require some filtering and rate limitation capabilities on the network side between the N3IWF and the AMF. Such capabilities would be the least complex for solution 1.49. Similar capabilities would also be required for access over 3GPP radio; the difference is, however, that, in the case of 3GPP access, the attacker needs to reside in the area covered by an AMF, while, in the non-3GPP access case, the attacker may reside anywhere on the Internet.
Both solutions would require an update with the following complexity:

· The EAP-5G solution requires a new EAP message round trip in order to signal the EAP-Success for EAP-5G independent of the EAP-Success for EAP-AKA’. 

· The NULL IKE solution requires an additional IKE_SA_INIT handshake with an expensive Diffie-Hellman exchange.

SA3 has not identified any other security issues for both solutions, but the security analysis is ongoing.

For all solutions, failure cases need to be further analyzed. For the EAP-5G based solution, especially EAP failure cases need to be analyzed.
Regardless of which solution is chosen, SA3 has to be involved. For the EAP-5G solution, IETF may have to be involved. 
SA3 would like to note that SA3 did not perform an analysis for trusted non-3gpp access.
2. Actions:

To 3GPP SA2
ACTION: 
SA3 would kindly like to ask SA2:

1. to inform SA3 whether a solution based on solution 1.49 in TR 33.899 (ie. solution based on vendor ID) is still under consideration and, if not, what were the issues that led SA2 not to consider it further.
2. to keep SA3 informed of further progress.   
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