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1. Overall Description:

SA3 would like to thank SA2 for their LS on Impacts of using User Identity confidentiality.
SA3 discussed the question of whether the encrypted SUPI can be sent by the UE in an identity request/response message to the AMF during a registration procedure and would like to provide the following feedback:

SA3 considered three scenarios for the registration procedures where the SUPI of the UE may be required by the AMF:
1) NAS security is active: The UE registration is being performed using the existing NAS security and the UE can respond with SUPI in Identity response to the AMF as the SUPI privacy is provided by the NAS confidentiality protection. This case should not happen in practice as the network should be able to link the security context to the SUPI.

2) NAS security is NOT active and no stored NAS security context is available at the UE: The UE shall include the encrypted SUPI in the registration message and there is no need for the AMF to request the encrypted SUPI from the UE. 

3)  NAS security is NOT active and a stored NAS security context is available at the UE: The UE is identified by a UE temporary identifier (5G GUTI) and the registration message is integrity and optionally confidentiality protected using the stored NAS security context. If the AMF is not able to locate the NAS security context of the UE using the 5G GUTI (e.g., AMF has lost the UE context or the 5G GUTI is out of sync between the UE and the AMF), then the AMF can neither check the integrity of the message nor decrypt it. This seems to be the only case where there may be a need for the AMF to request the UE for its encrypted SUPI from the UE.

SA3 agreed that if identity request procedures are to be allowed, then it must be ensured that this bound to the registration procedures. One way to ensure this is by enforcing a rule in the UE that it respond to an identity request only as part of the registration request. However, this approach is not as strong from subscriber privacy perspective as an active attacker may force the UE to send the encrypted SUPI. 

In scenario 3, even if the AMF requests the encrypted SUPI from the UE, the AMF must contact the home network to obtain the SUPI. If such procedures are allowed in 5GS, there is potential risk of subscriber privacy compromise as a passive eavesdropper or an active attacker may obtain the encrypted SUPI and collude with any one of the operator in the world with whom the home operator has a roaming interconnect relationship. Therefore, from subscriber privacy perspective, 5GS should be designed such that this risk is mitigated. One way to mitigate this risk is to ensure that SUPI is provided to the AMF after the authentication procedure is completed and will provide a stronger subscriber privacy protection. 
Another alternative to allowing identity request procedures as part of the registration procedure is for the AMF to indicate to the UE that it is not recognized and it must send the registration message again with the encrypted SUPI. In SA3 understanding, this is in line with EPS procedures where the TAU request from the UE is rejected when the GUTI is not recognized by the MME and the UE initiates Attach procedures. This approach also will provide a stronger subscriber privacy protection.
2. Actions:

To 3GPP SA2
ACTION: 
SA3 asks SA2 to take the above feedback into account. 
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