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Decision/action requested

It is proposed that SA3 agrees not to protect against spoofing or replay attacks when considering solutions for encryption of position broadcast information.
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Rationale

3.1
Background
In RAN2#98, it was agreed that encryption for broadcasting positioning related info shall be possible, and hence an LS [3] was sent to SA3 for requesting to develop a solution for this. As the LS was thin on information this contribution describes the current system in 3G and some aspects of the new system.
3.2
Discussion

In 3G there are methods for broadcasting data that helps UEs with positioning themselves [1,2]. This information is transmitted in the broadcast SIBs and could for example be satellite information or synchronization information. As only registered and subscribing UEs are supposed to get hold of this information DES encryption is used as a form of access control. In 3G the broadcast encryption key is a group key that can be requested by UEs using the Mobile Originating Location Request [2]. It is unclear how the keys are updated and if the keys are global for the whole PLMN. 
RAN2 is now looking at implementing similar features in LTE and has sent SA3 an LS on how to implement the access control [3]. 

From a security perspective implementing access control should be the priority of SA3. Protection from spoofing and replay attacks should not be considered due to the reasons stated below.
1. Protection from replay attacks is hard. Legitimate messages from eNBs can always be forwarded to UEs at a location further away from the eNB. This could result in the UE receiving inaccurate location information.
2. This system is mainly for assistance data that will improve the accuracy of GPS. The weakest link in this system will be GPS as there are already cheap systems available that spoof GPS location.

3. To our knowledge encrypted broadcast messages in 3G have not been subject to such attacks although vulnerable to them.

If a symmetric key solution is chosen, UEs with access to the shared key can attack other UEs. This might be possible to avoid by using asymmetric encryption. Such solution is likely to increase complexity and messaging size without solving problem 1 and 2 above.

A straight-forward solution with little LTE impact is to state that the system does not protect from spoofing or replay attacks and to re-use the 3G method but update it to meet current security practices and requirements.

Encrypted broadcast of location information would benefit from having multiple subscription levels. One can imagine a system where a customer that pays a premium gets access to all the broadcasted location information while a customer paying a base fee only gets access to a subset of the broadcasted location information. Further, to ensure that only active subscribers have access to the data there should be a way to periodically update the keys used for encryption.
4
Detailed proposal

SA3 should agree to consider encryption of positioning broadcast information as the form of access control and not to protect against spoofing or replay attacks.

SA3 should send an LS to RAN2 asking for more details of their solution so that SA3 can develop a security solution.

