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1
Decision/action requested

This contribution defines a key issue for the Rel-15 Mission Critical system. The key issue highlights the need to be able to apply a security enforcement function at the edge of the network.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

[xx]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[yy]
IEFT RFC 5853: "Requirements from Session Initiation Protocol (SIP) Session Border Control (SBC) Deployments".

3
Rationale

This solution defines a signalling proxy at the edge of the Mission Critical Network. A signalling proxy is valuable as it allows the security functions of the mission critical network to be centralised and performed at the edge of the mission critical network. 
4
Detailed proposal

********The following is new text**************
5.2.1
Key Issue #1.X: Edge protection of the MC Domain
5.2.1.1
Issue details

The Mission Critical System should be able to be deployed in such a way that it is possible to properly enforce security and policy functions at the edge of the network, and hide the internal topology of the network. This is particularly important as the MC system supports migration, interworking and interconnection.

In principle, in should be possible to apply the functions performed by the IBCF in the IMS Core (see Annex I of TS 23.228 [xx]), or the Session Border Controller in the SIP Core (RFC 5853 [yy]) to the Mission Critical application layer. 

Furthermore, it should be possible for signalling within the MC Domain to be unencrypted to allow network monitoring and analytics to take place. It should be possible that the only data transitted by the MC Domain is permitted within the network (e.g. meets access and policy criteria). It should be possible to unify security and policy enforcement in the MC Domain.
5.2.1.2
Security threats

a)
Extraction of information about internal topology of the mission critical network. This allows individual network elements to be targeted.
b)
Compromise of processing function also compromises security functions (e.g. policy function). Where policy is applied at the point that a message is processed, this could mean that a compromise of the processing function will also compromise the system’s ability to apply security and policy measures.
c)
Should part of the network be compromised, the compromise may not be detected unless internal network monitoring may be performed. 

d) 
Should security and policy be applied by each individual server, configuration is more complex meaning a configuration flaw is more likely.

e)
Should security and policy be applied by each individual server, a DoS attack must be transitted by the network before it can be detected. This increases the chance of a successful attack.
5.2.1.3
Potential security requirements

 [MCSEC-1.X-1]:
It shall be possible to hide the internal network topology of the MC Domain from entities outside of the MC Domain.
[MCSEC-1.X-2]:

It shall be possible to apply security and policy functions independently of existing network elements (such as the MCX Server). 

[MCSEC-1.X-3]:

It shall be possible to decrypt any data that will be processed by the MC Domain, at the edge of the MC Domain. 
[MCSEC-1.X-4]:

It shall be possible to unify the security and policy enforcement functions across the MC Domain.
[MCSEC-1.X-5]:

It shall be possible to prevent any data that does not meet the MC Domain’s access, security or policy criteria from being routed within the MC Domain.
