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1
Decision/action requested

RAN2 LS[1] request SA3 to respond to the question “Q1.1: Is there any difference from security point of view between the options 1-3 listed above? “. 

This contribution discusses the options 1-3 listed in the RAN2 LS [1] on the number of security keys in EN-DC and propose to reply RAN2 that option 1 (a different key per network termination point) is the preferred option from SA3 perspective.
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References

 [1]
S3-171722/R2-1707501:  LS to SA3 on security keys in EN-DC and actions upon DRB IP check failure
3
Rationale

RAN2 has been discussing the different bearer types involved in EN-DC. Related to the RAN2 agreement #3 on the topic (as mentioned in the LS), 

this contribution provides the analysis on the following options on the number of security keys.
4
Detailed proposal

Firstly, it is required to analysis on the below point in the RAN2 LS from security perspective:

In the LTE DC and also based on the current SA3 super pCR on EN-DC, the UE is aware of the addition of the SCG bearer (addition of different PDCP termination point), derives S-KgNB/S-KeNB key from KeNB (different key derivation mechanism compare to KeNB) and uses different UP encryption keys for different PDCP termination points (UP encryption keys are derived from KeNB for MCG and S-KeNB/S-KgNB for SCG) simultaneously. So the key association to a termination point is not transparent to the UE for the cases of MCG bearer and SCG bearer, since the UP encryption keys are derived from different root keys. Considering the existing key derivation mechanism, as the UE is not transparent to the PDCP termination point, no new security threat or benefit identified to hiding the key associated with the PDCP termination point only for the MCG/SCG split bearer.

Observation 1: Currently based on SA3 agreed Key derivation mechanism for the EN-DC, key association to a termination point is not transparent to the UE for the cases of MCG bearer and SCG bearer (aligned with option (1)).
Observation 2: No security reason or benefit in hiding only the MCG/SCG split bearer termination point (particularly option (2)).
To achieve transparency by using the option (2) and (3), requires change in the existing DC key derivation mechanism. As to avoid same key repetition issue, S-KeNB/S-KgNB derivation is different from the KeNB derivation, so the UE is aware of the Key associated with the PDCP termination point. In case, if the UE needs to be transparent to the termination point, then the Key Hierarchy and derivation (KeNB/KgNB) needs to be modified and it needs to be unified, this requires lot of work.      

Observation 3: Option (2) and (3) requires major changes in the existing key derivation mechanism,   particularly to have unique mechanism for S-KgNB and KgNB derivation.
Further, options (2) and (3) (if multiple keys are used within a PDCP layer) introduce complexity in deriving and also for managing more than one key, especially during RRC state transitions and Intra/Inter eNB/gNB handovers, without any security benefit.

Observation 4: From UE perspective, the complexity increases in deriving the keys and also in handling multiple keys (a different key per bearer/bearer type) without any security benefits.
Based on the above observations, to make PDCP termination point transparent to the UE for the option (2) and option (3) requires lot of work (starting from unique key derivation mechanisms) and from security perspective does not really bring benefits for the UE and/or for the network. In our understanding option (1) offers the same level of security protection as the option (2) and (3).  Therefore we propose

Proposal 1:  In EN-DC, Security key per PDCP termination point i.e. 2 security keys is supported.

Proposal 2:  To reply RAN2 that option 1 (a different key per network termination point) is the preferred option from SA3 perspective.
5
Conclusion

Based on the above SA3 is requested to discuss the following observation and agree the following proposals:

Observation 1: Currently based on SA3 agreed Key derivation mechanism for the EN-DC, key association to a termination point is not transparent to the UE for the cases of MCG bearer and SCG bearer (aligned with option (1)).
Observation 2: No security reason or benefit in hiding only the MCG/SCG split bearer termination point (particularly option (2)).
Observation 3: Option (2) and (3) requires major changes in the existing key derivation mechanism,   particularly to have unique mechanism for S-KgNB and KgNB derivation, as to make key association to a bearer/bearer type transparent.

Observation 4: From UE perspective, the complexity increases in deriving the keys and also in handling multiple keys (a different key per bearer/bearer type) without any security benefits.

Proposal 1:  In EN-DC, Security key per PDCP termination point i.e. 2 security keys is supported.

Proposal 2:  To reply RAN2 that option 1 (a different key per network termination point) is the preferred option from SA3 perspective.

3	For bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use. FFS the maximum number of possible keys in the set .





a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 


a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or


a different key for each bearer





In particular for security, with #3 above, it was agreed to make the security key association to the termination point transparent (MCG or SCG) to the UE.








