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1
Decision/action requested

 This contribution analzes the two solutions proposed in SA2 LS for UE Registration to 5GC over untrusted non-3gpp access networks and concludes that SA3 should indicate to SA2 that the solution 1.49 should be the basis for the 5GS Phase 1 normative work.
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Rationale
3.1 Introduction
The LS from SA2 in [1] request SA3 to study the security impacts of the two proposed solutions ([2] and [3]) for the 5G UE registration via untrusted non-3GPP access. 

The solution in [2] proposes that NAS messages for Registration procedures be carried as NAS over EAP (EAP-5G) / EAP over IKEv2 between the UE and the N3IWF. The EAP-AKA’ messages are then encapsulated inside the NAS PDUs which use the “EAP-5G” as a transport.  Hereafter, for simplicity, we refer to this solution as “EAP-5G”.

The solution in [3] proposes that IPsec SA (temporary IPsec SA) is first established using IKEv2 NULL authentication (1st set of IKE authentication exchanges) and then this temporary (unauthenticated) IPsec SA is used to carry the NAS messages. Once the EAP-AKA’ authentication is completed (or using an existing NAS security context), a K_N3IWF is derived by the AMF/SEAF and sent to the N3IWF. The UE and the N3IWF then use this K_N3IWF as a shared key to perform IKEv2 authentication (2nd set of IKE authentication exchanges) and establish an authenticated IPsec tunnel.  Hereafter, for simplicity, we refer to this solution as “NULL IKE”. 

These two proposed solution approaches have not been considered in SA3 and we believe there are substantial security impacts to the 5GS architecture which require careful evaluation by SA3. It should be further noted that these two proposed solutions are substantially different from the SA3 Interim Aggreement reached at the last SA3 meeting for untrusted non-3gpp access. The IA copied below from [4] for easy reference:

“

E.1.19.1 
Untrusted non-3GPP access
E.1.19.1.1 
Description of Question

Which solution shall be selected for untrusted non-3GPP access?.

E.1.19.1.2 
Interim Agreement

In 5G phase 1, a solution shall be specified that is based on the call flow in clause 5.1.4.49 (solution #1.49)  keeping the 3gpp access procedures and n3gpp access procedures similar.
“

In solution 1.49, before IPsec SA is established, the NAS messages are transported as a 3GPP specified vendor-id (VID) over IKEv2. The EAP authentication, when required, is also performed natively over IKEv2. Once IPsec SA is established, NAS messages are carried directly over IPsec SA. We note that the latter is same for all the solution approaches.
The solution 1.49 has been extensively studied in SA3 before its adoption. There were no security issues that were identified in SA3 for this solution. 

Therefore, we focus our analysis on EAP-5G and NULL IKE solutions, comparing them with Solution 1.49 where necessary.

3.2 Security Issues with EAP-5G / NULL IKE 

We have identified the following security issues with the two proposed solutions:

1. Both solutions allow unauthenticated direct NAS transport to the AMF/SEAF which can be exploited by an attacker to launch security attacks on the AMF/SEAF. This requires careful consideration for untrusted non-3gpp access compared to 3GPP access as the attack surface is much larger for n3gpp access (e.g., no restriction on geographic location of the attacker, availability of widespread and low cost tools for n3gpp access networks). Such attacks include, but not limited to, probing of the AMF/SEAF, DoS attacks, sending of NAS meesages to AMF/SEAF at will any time or even possible exploitation of this NAS transport to tunnel user plane data (e.g., using data over NAS capability).  To mitigate such threats to 5GC one may have deploy a stafeul firewall with deep packet inspection capabilities either at the N3IWF or collocated with the AMF/SEAF. Note that attack surface to exploit these types of threats are vastly limited in solution approach 1.49 as only very limited UE registration message (i.e., Registration NAS message contained in the VID) will be forwarded by the N3IWF before IKE authentication is completed and IPsec SA is set up. 

2. In EAP-5G, from UE perspective, there are two EAP methods that are concurrently running when authentication of the UE is performed (i.e., EAP-5G and EAP-AKA’). However, in the call flow in Figure 4.12.2-1 of the pCR in [2], only one EAP-Success (step 9) message is received by the UE, presumably indicating the success of EAP-5G method. The UE does not know whether the EAP-AKA’ has been successful and therefore the UE does not know whether/when to derive K_N3IWF required for validating the AUTH response in step 10., the call flow does not seem to work as proposed in the pCR.
3.  With EAP-5G, even when authentication is not required, there is a need to run an EAP authentication method (i.e., EAP-5G) to transport NAS messages. After the reception of the EAP-success, it is not clear how the UE is supposed to derive the K_N3IWF (i.e., the UE may not know whether new EAP-AKA’ authentication was run or supposed to reuse key derived from the existing NAS security context for validating the AUTH payload).

4. Another security issue with the EAP-5G is the proposed use of non-key generating EAP method with EAP for IKEv2. The IKEv2 RFC recommends against such EAP methods. If such EAP method is to be used, the initiator must authenticate the IKEv2 respondor using its certificate. No such requirement is included.

5. It is claimed that the EAP-5G can be used over trusted non-3gpp access. However, we do not believe that it is possible to run two EAP methods concurrently over the trusted non-3gpp access without impacting the trusted non-3gpp access specifications, even if the trusted non-3gpp access supports EAP. Furthermore, we can not assume that all trusted non-3GPP access will support EAP. In such accesses, a separate non-EAP based transport needs to be anyhow defined. It is also necessary to define how NAS message after the Registration procedure are carried over the trusted access.
6. There are also additional issues with the use of EAP-5G: Firstly, it should be noted that it has not been well studied in SA3 what would be the security requirements for 5GC access via trusted non-3gpp access networks (as it has been deprioritzed from phase 1).  Therefore, no security requirements have been agreed for trusted non-3gpp access in SA3. Secondly, it is not clear whether the definition of “trusted access” and the related security assumptions/requirements for EPS can be applied “as is” for 5GS. So, SA3 should not base the decision in Rel-15 when the security requirements/assumptions and use cases for trusted non-3gpp access to 5GS are not clear.

7. Another claim is that EAP-5G is being proposed for allowing AMF to request the SUPI of the UE. However, with recent SA3 agreements on subscriber privacy, we do not believe that the AMF should be allowed to request the SUPI of the UE during the the registration procedure before NAS SMC is completed. Allowing AMF to request the encrypted SUPI has security implications and needs to be carefully evaluated by SA3. These security implications are detailed in another contribution to this meeting (S3-172017). Therefore, supporting such identity request procedures in 5GS before NAS security is activated may weaken the subscriber privacy.

8. Also, the claims in [2] that the N3IWF needs to tell the UE via IKE “Private Notify (Error)” messages (see fig. 4 and 4b in [2]) to start the EAP authentication is not inline with IKEv2 RFC 7296. The IKEv2 requires that the first EAP message be sent by the respondor and not the initiator. Per the solution 1.49, and to keep the procedures same for 3GPP and non-3GPP, the decision on whether to perform a new EAP authentication shall be made by the 5GC (e.g., AMF/SEAF or AUSF). The decision shall not be made by the N3IWF nor by the UE.
3.3 Subscriber Identifier handling
One of the claimed motivations to consider these two alternatives to solution 1.49 in the TR 33.899 is that the IKEv2 requires some form of special handling for the error case that authentication method is switched from a shared key based one to an EAP based one during the progress of IKE exchanges (i.e., when the AMF/SEAF is not able to locate the UE security context based on the received temporary identifier and triggers an EAP authentication by sending an identity request). However, this is not true for the following reasons:

· If the included UE identifier is an encrypted SUPI then the AMF/SEAF has to simply consider it as an initial UE registration and forward the messae to the AUSF in the home network in order to start the EAP authentication procedures. That is, the EAP authentication can only be triggered by AUSF when the presented UE identifier is encrypted SUPI
· If the included UE identifier is a termporary identifier (e.g., 5G-GUTI), then the AMF/SEAF will attempt to locate the NAS security context identified by the UE temporary identifier. If the context exists, then it proceeds with verification of the NAS message and IKEv2 authentication. If the AMF/SEAF can not locate the context identified by the UE temporary identifier, this an abnormal secenario (AMF is not able to locate the context using the given temporary identifier) and this needs to be coveyed to N3IWF via N2 interface. The N3IWF should treat this as though the IKEv2 Initiator cannot be identified by the IDi. The N3IWF will send a standard IKEv2 AUTH response failing the authentication (with AUTHENTICATION_FAILED notification) when IKEv2 respondor determines that the IDi as invalid (see section 2.21.2 of RFC 7296). Upon receiving this notification, the UE should retry registeration by performing a new IKE authentication by including (encrypted) SUPI This is a standard IKEv2 procedure and no special IKEv2 handling is required.
3.4 Overhead of EAP-5G and NULL IKEv2
The issue of AMF/SEAF not recognizing the provided temporary identifier is a rare event that should only happen when the AMF/SEAF is not able to locate the UE’s NAS security context. The solution 1.49 in TR 33.899 recovers from this scenario by the UE retrying the the registration with the encrypted SUPI using standard IKEv2 procedures. Therefore, the overhead of extra IKE authentication is only needed when this rare scenario occurs. 
On the other hand, with both EAP-5G and NULL IKEv2 the extra overhead introduced by EAP-5G (multiple layers of EAP) and NULL IKEv2 (setup of temporary IPsec SA) is incurred even for the normal successful UE registration scenario. Therefore, introduction of these overhead to the normal scenario to handle rare error scenarios should be avoided in 5GS.
4
Detailed proposal

SA3 kindly requested to:

1)  Discuss and agree on the issues raised in this contribution with respect to EAP-5G and NULL IKEv2.
2)  Agree that Solution 1.49 shall continue to be the basis for the Rel-15 normative work

3) Approve the draft LS to SA2 in a companion contribution in S3-172016 to this meeting.
