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1
Decision/action requested

This contribution proposes to complete the design of NSSAI privacy and inform SA2 of the outcome. 
2
References

[1]
SA3 LS (S2-174129/S3-170902)
[2]
Reply LS on 5GS Security aspects seeking resolution (S2-175309/S3-171735)
3
Rationale

SA3 agreed in their LS [1] to SA2 that it should be possible for the UE not to send NSSAI in the clear in RRC signalling or NAS message. This is because the NSSAI may relate to a small set of users or even a small number of users in a particular area. This would allow even a passive attacker to gain some knowledge of the subscribers that are in a particular area or even track an individual using a NSSAI that is locally unique to them. For these reasons, the standard should support the ability of a UE to not send the NSSAI in the clear and the UE’s registration request still ends up being routed to the correct AMF. 
SA2 have flows that described in subclaue 4.2.2.2.3 of TS 23.502 to do exactly this. It is enough to have these flows at Registration as once registered the UE can provide (part of) its 5G-GUTI equivalent to enable a suitable AMF that can serve the UE to be selected, the 5G-GUTI has enough information for AMF selection.
Of course, the NSSAI can be useful in efficiently routing traffic to the correct AMF when a 5G-GUTI is not yet allocated, so in the case where there is felt to be no privacy impact by the operator then the UE can include the NSSAI in unencrypted signalling. 
As can be seen from the above, the situation on providing NSSAI is complicated with pros and cons for both sides, which will be affected by the actual deployment circumstances that need to balance the need to protect privacy against the efficiency of ths system. Therefore it is proposed that SA3 conclude that when the UE is configured with privacy requirements for a particular S-NSSAI:

-
The UE shall not include that S-NSSAI in NAS signalling unless the UE has a NAS security context.

-
The UE shall not include that S-NSSAI in unprotected RRC signalling.

It has to be noted that the first requirement does not imply that the UE does not provide a Required NSSAI in the registration procedure, but that the UE provides it after the establishment of the NAS security context. Also, the second requirement does not imply that the UE does not include a Required NSSAI in RRC ignalling, but that the Required NSSAI provided in RRC signalling contains only the S-NSSAIs for which no privacy requirements exist.

When the UE provides an NSSAI not containing all the required S-NSSAIs because privacy requirements apply to one or more required S-NSSAIs, AMF redirection may be required once the UE provides the whole list of required S-NSSAIs once the UE has a NAS security context. 

This conclusion should form the basis of a response to the incoming LS from SA2 [2]. A companion contribution (S3-172005) proposes such an LS response. 
If further justification of the above conclusion is required, the following is a rebuttal of the some of the arguments in the SA2 contribution. It has been argued that the AMF ID provides the same information as the NSSAI. This is clearly not true in general as a particular AMF may be chosen for a range of NSSAIs. This is a decision of the operator on how to select the AMF for a particular NSSAI, and this relationship does not need to be fixed over time. The important consideration from a privacy perspective is that a UE is not mandated to send information that is not needed for the service being provided to the UE. The AMF relocation procedure during registration clearly provides a method of routing the UE to an AMF that can serve the list of S-NSSAIs required by the UE, and hence there is no need to send the full NSSAI in the clear when there are privacy concerns with some of the S-NSSAIs in the Required NSSAI..
4
Detailed proposal

It is proposed that SA3 agree this pCR for inclusion in TR 33.899 v1.2.0. 
**** START OF CHANGES ****

E.7.8.1.2 Interim Agreement

The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).

When the UE is configured with privacy requirements for a particular S-NSSAI:

-
The UE shall not include that S-NSSAI in NAS signalling unless the UE has a NAS security context.

-
The UE shall not include that S-NSSAI in unprotected RRC signalling.
**** END OF CHANGES ****

