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1
Decision/action requested

 This contribution discusses the questions raised in the incoming LS (S3-171722) and proposed some response along with a pCr to the RN-DC draft CR.
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Rationale

In [2], RAN2 asks SA3 some questions. The first is about the keys to use for EN-DC and whether there is a security difference between the given option:
1.
a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 

2.
a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or

3.
a different key for each bearer

SA3 has not identified a reason to require the keys for bearers at a particular termination point to be different. In terms of proteting the data, all of the proposals can be made to work and provide the same security level. It should be noted that the first two require an input to the algorithms to ensure keystream uniqueness and avoid replay protection between bearers. As in LTE, this can be bearer ID which SA3 and RAN2 have agreed as input to the security algorithms (see [3]). This would simply require the same handling of bearer ID as in LTE DC. In terms of the type of having different types of bearer changes but Option 1 and 3 seems to minimise the cases when the keys are changed, i.e only when PDCP termination point of the bearer change node. Option 2 also requires changes when a PDCP termination point does not change but the type of bearer changes, which is not necessary from a security perspective. It should be noted that with Option 3, the UE would still know whether the PDCP terminates on the MeNB or SgNB by the choice of security algorithms. 

Option 3 seems to have additional complexity over Option 1 when the network wants to refresh the all the bearer keys as there will need to be be a fresh key generated for all bearers. Option 3 also require the UE to handle more keys and this increases the complexity of applying the security, as it is necessary to switch between keys and reduce the scope for optimisations based on using a single key. Option 1 also minimises the number of different keys that the eNB and gNB need to keep simultaneously. Option 1 is also the solution that is currently in the working draft of the CR [1] that is the working agreement of SA3 and hence SA3 should agree Option 1 as the approach to take. 
RAN2 has decided that NR PDCP will be used by some bearers that terminate on the MeNB. One slight modification needed would be to restrict such bearers to have a 5-bit bearer IDs as this is all that is supported by the LTE security algorithms.  The below pCR proposes a small change to the draft CR to deal with this restriction. This restriction should be checked with RAN2. 
The second set of questions relates to the failure of integrity protection 

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.

Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?

Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN?

From the security perspective, clearly the packet must be discarded at either the UE or network when it fails the integrity protection check. In terms of failure handling at the UE, it would be acceptable to trigger an RLF. As this is done for integrity protection failure on a SRB, it is not opening the UE to a DoS attack that is not already possible. It should be noted that the additional volume of traffic on the user plane means that there is an increased likelihood of an integrity protection failure happening on the UP due to transmission errors, so it would perhaps be better to require several consecutive IP failures before taking action (note: if an integrity protection failure was caused by a mis-aligned security contexts it is highly likely that there will be failures with several consecutive packets). There seems to be no security reason to apply handling differently based on the termination point of the bearers. Overall RAN2 are best placed to decide on any actions beyond discarding the packet. 
SA3 should respond to RAN2 based on the above analysis. Contribution (S3-172003) contains such a proposed response. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR as changes to the EN-DC draft CR [1].

**** START OF CHANGES ****

E.1.2
Offload architecture to an SgNB

Annex E.X describes the security functions necessary to support a UE that is simultaneously connected to eNB as master and gNB as secondary for EN-DC dual connectivity described in 5G specification of TS 38.XXX [aa]. The description in Annex E.X is focused on the difference from dual connectivity in E-UTRAN described in Annex E.2.  The one major difference with dual connectivity between a MeNB and an SgNB compared to between a MeNB and a SeNB is that in the former case a RRC signalling connection is allowed between the UE and SgNB (see TS 38.XXX [aa]). Such an RRC signalling connection shall be integrity protected in addition to the ciphered with the chosen ciphering algorithm.  
When a bearer terminates its PDCP in the MeNB but uses the NR PDCP, then the bearer ID of such a bearer shall be limited to 5 bits long.

Editor’s note: Whether this restriction is acceptable to RAN2 and how to limit the bearer ID to 5 bits is FFS.
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Figure E.1.2-1 Offload architecture for EN-DC

When the MeNB establishes security between an SgNB and the UE for the first time for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KgNB (exactly as it would generate an S-KeNB) for the SgNB and sends it to the SeNB over the Xx-C. The SCG Counter is also used as freshness input into S-KgNB derivations as described in the clause E.2.4, and guarantees, together with the other provisions in the present clause E, that the of integrity and cipehig keys used at the SgNB derived from the same S-KgNB are not re-used with the same input parameters to avoid in key-stream re-use and provide replay proetction. The MeNB sends the value of the SCG Counter to the UE over the LTE RRC signalling path when it is required to generate a new S-KgNB. 

The communication established between the SgNB and the UE is protected at the PDCP layer using the SgNB Secondary Cell security context, or SgNB SC security context for short. The SgNB SC security context includes S-KgNB, the key used as input to the UP confidentiality algorithm, KSgNB-UP-enc, the key used as input to the UP integrity algorithm, KSgNB-UP-int, the key used as the input to the RRC confidentiality algorithm, KSgNB-RRC-enc, the key used as the input for the RRC integrity algorithm, KSgNB-RRC-int, the identifiers of the selected cryptographic algorithms and counters used for replay protection. The UE and the SgNB derives the integrity and ciphering keys from the S-KgNB as described in clause A.Z, cf. also E.X.4.2.

**** END OF CHANGES ****
