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1
Decision/action requested

Acceptance of Pseudo-CR with new content to TS 33.501 [1] on requirements for e2e Core Network Interconnection Security is requested.
2
References

3GPP TS 33.501 v020
3GPP TS 33.210 v14.0.0

3
Rationale

Mobile networks deploy NDS/IP [2] usually only in hop-by-hop fashion. This leaves important message elements vulnerable on the end to end path. This Pseudo CR proposes requirements for protection of important message elements end to end. 
4
Detailed proposal

********************Start of pCR***********************************

5.X
Core Network Interconnection Security 

5.x.1
Trust Boundaries 

It is assumed for the set of requirements in this subclause that mobile network operators subdivide their networks into trust zones. Subnetworks of different operators are assumed to lie in different trust zones. Messages that traverse trust boundaries shall follow the requirements in 5.x.2, if not protected end to end by NDS/IP [3]. 

5.x.2
Requirements for e2e Core Network Interconnection Security

A solution for e2e core network interconnection security solution shall satisfy the following requirements. 

· The solution shall support adding, deletion and modification of message elements by intermediate nodes unless this specification prohibits this for specific message elements.

NOTE: Typical example for such a case are IPX providers that modify messages for routing purposes.

· The receiving network shall be able to determine the authenticity of the original and intermediate senders of the message.

· The receiving network shall be able to determine the performed changes to the message between the source sending network and the receiving network.

· The receiving network shall be able to determine the original message and sending source network.

· The solution shall provide end-to-end confidentiality and/or integrity between source and destination network for specific message elements identified in this specification

· The solution should have minimal impact and additions to 3GPP-defined network elements

· The solution should be using standard security protocols 

· The solution should cover interfaces used for roaming purposes

· The solution should take into account considerations on performance and overhead

· The solution shall cover prevention of replay attacks

· The solution shall cover algorithm negotiation and prevention of bidding down attacks.

· The solution should take into account operational aspects of key management.
********************End of pCR***********************************

