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1
Decision/action requested

It is proposed to approve the solution for authentication of eRemote UE during one-to-one communication establishment in TR 33.843.
2
References

[1]
3GPP TS 33.303
3
Rationale

Before transferring signalling and data to network from eRemote UE, one-to-one communication connection between the eRemote UE and the eRelay UE shall be setup. In ProSe, it is defined that PKMF is in charge of the one-to-one communication establishment in TS 33.303 for ProSe UE-to-Network Relay. In this proposal, it is propposed to re-used the existing solution. However,  the procedure lacks authetication of the eRemote UE. A key issue has been proposed in S3XXX in which the reason has been described. This paper addresses this key issue based one the existing solution.
For the solution of setting up one-to-one communication in TS 33.303, the Remote UE is not authenticated till the Relay UE receives Direct Security Mode Complete message and verifis the integrity of Direct Security Mode Complete message. The drawback of method is the PKMF would transfer the KD to the Relay UE even if the Remote UE is an illegal UE, then the Relay UE has to reject the Remote UE as the message integrity check fails. This would waste messages between the Relay UE and the PKMF, and will cause DoS attack to the Relay UE.
4
Detailed proposal
***** First Change *****
6.x.
Solution #x: Enhancement of Setting up Connection between eRemote UE and eRelay UE
6.x.1
Introduction  
This solution addresses key issue #X on authentication of eRemote UE during one-to-one communication establishement.
It is proposed to re-use the solution for ProSe defined in TS 33.303[6] in which PKMF is in charge of connection esatablishment between eRemote UE and eRelay UE. A PRUK could also be configured by the PKMF and used as the root key of the eRemote UE. 
In the solution, the eRemote UE firstly is authenticated and authorized by the PKMF, if authentication and authorization success, the PKMF will assist to establish the one-to-one communication, else the PKMF terminates the procedure.
6.x.2
Solution details  
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0. The eRemote UE and the eRelay UE fetch the parameters necessary to act as an eRemote UE and eRelay UE respectively, the PKMF address for accessing the eRelay and the security parameters required to protect the eRelay discovery messages.

NOTE1:
Part of step 0b may be performed at the same time as step 1a to 1b as the same messages are used to initiate fetching the keys for protecting eRelay discovery. 

1a. The eRemote UE sends a Key Request message to the PKMF of the eRelay. The message indicates that the eRemote UE is requesting a ProSe Relay User Key (PRUK) from the PKMF. If the eRemote UE already has a PRUK from this PKMF, the message shall also contain the PRUK ID of the PRUK. 
1b. The ProSe Key Management Function shall check that the eRemote UE is authorised to receive eRelay service from one of its eRelays. This is done by using the eRemote UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the eRemote UE is successfully authorised, the PKMF sends a Key Response message to the eRemote UE that may contain a PRUK and PRUK ID. If a PRUK and PRUK ID are included, the eRemote UE shall store these and delete any previously stored ones for this ProSe Key Management Function.

2. The eRemote UE discovers the eRelay using either model A or model B discovery.

3. The eRemote UE sends a Direct Communication Request. The Long Term ID shall contain the PRUK ID of the PRUK that the eRemote UE want to use to get relay connectivity if the eRemote UE has a PRUK for this eRelay and an attempt to connect to this eRelay has not been rejected due to the PRUK ID not being recognised. The Direct Communication Request contains the Relay Service Code that the eRemote UE would like to access.
NOTE2:
In order to conceal IMSI against eRelay UE, the IMSI of the eRemote UE shall not be included. Solution of key issue#3 will address this problem.
  The eRemote UE calculates MIC using the PRUK for authentication of the eRemote UE. Fresh information shall be used for generating the MIC. The fresh information could be time information of the eRemote UE associated with time slot of sending the Direct Communication Request message, e.g. UTC-based counter which is used in discovery. The MIC and the fresh information are transferred in the Direct Communication Request. If no PRUK in the eRemote UE, eRemote UE may use other key (i.e. Ks(_ext)_NAF stored in the eRemote UE) instead of the PRUK. The existing Ks(_ext)_NAF is generated during bootstrapping procedure when communicating with the PKMF for acquiring discovery security parameters. In this case B-TID/P-TID is used to associate the Ks(_ext)_NAF and to identify the eRemote UE for the PKMF.
NOTE3: 
The MIC could be calculated as sub clause A.2 in TS 33.303[6] in which a new type of message type can be defined.
4a. The eRelay sends a Key Request message to the PKMF. The message shall contain the PRUK ID or B-TID/P-TID, the Relay Service Code , Nonce_1 (see subclause 6.5.5.2 in TS 33.303[6]) and fresh information and MIC provided by the eRemote UE. The PKMF identifies the eRemote UE by the PRUK ID or B-TID/P-TID. The PKMF checks the context of the eRemote UE to confirm whether it can connect to the network via the selected ProSe eRelay for the given Relay Service Code.
      The PKMF shall further check the MIC to authenticate eRemote UE. The PRUK or the Ks(_ext)_NAF is founded by received PRUK ID or B-TID/P-TID respectively by the PKMF. 
4b. If the PKMF authenticates eRemote UE successfully and confirms the eRemote UE can connect to the network via the selected eRelay UE, the PKMF decides if it requires a new PRUK for this UE, i.e. policy in the PKMF decides that PRUK ID needs refreshing or the relay provided the B-TID/P-TID of the eRemote UE UE. If so the PKMF shall first acquire the IMSI of the eRemote UE and proceeds as follows:

If the PKMF supports the Zpn interface to the BSF of the UE, the PKMF shall request a GBA Push Info (GPI – see TS 33.223[XX]) for the eRemote UE from the BSF. When requesting the GPI, it includes a non-zero 64-bit PRUK ID in the P-TID field. On reception of the GPI, the PKMF uses new acquired Ks(_ext)_NAF as the PRUK. 

If the PKMF support the PC4a interface to the HSS of the UE, then the PKMF shall request an Authentication Vector (AV) for the UE. On receiving the AV, the PKMF locally forms the GPI including a non-zero 64-bit PRUK ID in the P-TID field and sets PRUK as above. 

4c. The PKMF generate a random number as the KD Freshness Parameter. The PKMF uses the PRUK to calculate KD with the Relay Service Code, Nonce_1 and KD Freshness Parameter as inputs. The PKMF shall send the eRemote UE Identity, KD, KD Freshness Parameter and the GPI if used to calculate a fresh PRUK to the eRelay UE .
5a. Using the supplied KD to protect the message, the eRelay UE sends a Direct Security Mode Command message to the eRemote UE (see 6.5.2.2 in TS 33.303[6]). This message shall contain the KD Freshness Parameter and the GPI if it received them from the PKMF. 
5b. If the eRemote UE receives a GPI, it calculates a new PRUK and associated PRUK ID (see step 4b above). The eRemote UE derives KD from its PRUK and the received KD Freshness Parameter, Nonce_1 and the Relay Service Code (as described in Annex A.7 in TS 33.303[6]). It then processes the Direct Security Mode Command as described in 6.5.2.2 in TS 33.303[6]. If this is successful, the eRemote UE responds with a Direct Security Mode Complete message and the eRemote UE and eRelay UE may start to exchange user data.
6.x.3
Evaluation 

***** End of first Changes *****
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