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1
Decision/action requested

We propose making the feature of leaving a key at the AUSF optional for implementation.
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References
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3GPP TS 33.501 v020
3
Rationale

Clause 6.1.1.1 General of TS 33.501 mentions that “the 5G security architecture also supports the feature that an authentication run alsomay can results in a key left at the AUSF based on the home operator's policy on using such a key.”
[Comment by Nokia: The text “alsomay can” seems an implementation error of the TS. The agreed S3-171496 has just “can” here.] 
This feature is not introduced to provide a higher level of security, but rather is an optimization to save a full authentication in certain scenarios which are mentioned in the NOTE following the sentence quoted above. The NOTE says: “NOTE: This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access. (This is possible according to TS 23.501 [2].)”

This scenario is certainly possible, but is not clear how important it is to find optimizations for this scenario. The more frequent scenario is likely to be that different access networks are served by the same serving network; in that case, a key left at the AUSF is not needed because the anchor key in the serving network can be used.

Furthermore, this feature has some significant disadvantages: 

· There may be several AUSFs in a home network. 

· If the “key left at the AUSF” is stored locally at the AUSF where the UE registered first then the second registration of the UE via a different serving network needs to be routed to that same AUSF, otherwise the “key left at the AUSF” could not be retrieved. This requires to keep information about whether a UE has already registered via a particular AUSF in a central place (i.e. the UDM) and provide this information to other AUSFs upon request. 
· NOTE: such a mechanism is available in 4G, but has proved cumbersome, cf. TS 33.402, 6.2, step 10. It involves storing of information about previous AAAs in the HSS and forwarding of authentication messages between AAAs. 

· Alternatively, if the “key left at the AUSF” is stored in a central location it is, in the strict sense, no longer a “key left at the AUSF”. Either the central location is the UDM, or a new key store entity needs to be introduced, which would have to be standardized because AUSFs may come from different vendors. 
· So, in both of the above cases, a central location, mostly likely the UDM, would have to be involved. 
· Details on how this key left in the AUSF would be used in a second registration to a different serving network have not been provided so far. Certainly, an anchor key for the second serving network would have to be derived from this key left in the AUSF, using a message exchange between UE, serving network and AUSF and involving a freshness parameter known to both, UE and AUSF. It is doubtful that this procedure would prove more efficient that the existing EAP-AKA’ fast re-authentication mechanism, which seems to achieve a quite similar goal. 
We therefore conclude that there is not sufficient justification for mandating this feature for implementation. 

4
Detailed proposal

********************Start of pCR***********************************

6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key provided by the AUSF to the SEAF.

Keys for more than one security context can be derived from the anchor key without the need of a new authentication run. As a concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

In addition, the 5G security architecture also supports the feature that an authentication run alsomay can results in a key left at the AUSF based on the home operator's policy on using such a key. This feature is optional to implement and optional to use. 
NOTE: This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access. (This is possible according to TS 23.501 [2].)
NOTE: A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA’. 

Editor's note: The details of an authentication procedure using a key left at the AUSF are ffs. They can be found in clause tbd.
NOTE: In the present release, EAP-AKA' and EPS AKA* are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in clause 6.1.3. An example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

Editor's note: EPS AKA* refers to variants of EPS AKA that is being discussed for use over 5G (see TR 33.899 for one variant of it) – it may be renamed to a more 5G sounding name.
********************End of pCR***********************************

