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1
Decision/action requested

This discussion paper motivates the pCRs to TS 33.501 in the companion contributions S3-171958 and S3-171959 and should therefore be handled before these.
The solutions in both S2-174885 and S2-174886 show how arbitrary NAS messages can be carried over untrusted non-3GPP access in the registration procedure. 
The present document shows how to use EPS AKA* for untrusted non-3GPP access with the solutions in S2-174885 and S2-174886. The only property that is used is that the authentication messages for EPS AKA* can be carried inside NAS messages; but, no matter, which solution is finally selected by SA2 and which modifications this solution will still undergo, this property is at the heart of both solutions and is hence quite certain to stay. 
2
References

S2-174885, S2-174886, 

TS 33.501, clause 6.1.3.2 (description of EPS AKA*)
3
Rationale

The present version of TS 33.501, v020, contains in clause 6.1.2 a NOTE with the sentence “The AUSF is limited in selecting the authentication methods in as far as EPS AKA* can only be selected for 3GPP access.”. This limitation is no longer warranted as recent developments in SA2 show. 
The only two types of access network considered in 5G phase 1 are 3GPP access and untrusted non-3GPP access. While it has always been clear that both authentication methods that are mandatory to support in 5G phase 1, namely EAP-AKA’ and EPS AKA* can be run over 3GPP access, it has been believed up to the last SA3 meeting that it was not possible to run EPS AKA* over untrusted non-3GPP access, hence the limitation expressed in the quote above. 

This assumed limitation derived from the fact that it was believed that the authentication procedure between the UE and the home network had to be carried over untrusted non-3GPP access directly inside IKEv2, as described in RFC 7296, section 2.16, which requires EAP.  Hence, it was believed that an authentication method usable over untrusted non-3GPP access had to be an EAP method.
However, SA2 has now elaborated two candidate solutions for registration over untrusted non-3GPP access that remove this limitation: one solution (in S2-174885) is based on an intermediate "5G-EAP" method used as a transport layer for arbitrary NAS messages, and the other solution (in S2-174886) is based on carrying arbitrary NAS messages over one of two IPsec SAs, the first IPsec SA being established without authentication and the second IPsec SA with authentication. While SA2 has not yet taken a decision between these two solutions, cf. LS from SA2 to SA3#88 in S2-174887, it is important to note that both solutions have in common that now arbitrary NAS messages can be carried between UE and N3IWF and, of course, further between N3IWF and AMF over the N2 interface. This was an important design criterion for SA2 when working on the registration procedure over untrusted non-3GPP access as it enables using the same registration procedure as for 3GPP access networks. This implies that also any authentication message can be carried between UE and N3IWF (because authentication messages can be carried as NAS messages), i.e. the limitation to EAP authentication message has gone. 

Any authentication procedure, as described in clause 6.1.3, can be used. Clause 6.1.3 only describes the NAS messages sent between UE and AMF/SEAF and core network messages sent between AMF/SEAF and AUSF+ARPF. 

This implies, in particular, that EPS AKA* can now also be used over untrusted non-3GPP access. This is very much in line with the general access-agnostic approach to the 5G architecture and the 5G authentication framework.

The present discussion paper demonstrates how EPS AKA* can be used over untrusted non-3GPP access together with the EAP-5G method proposed in S2-174885. We would like to point out that the message names in S2-174885 and in TS 33.501, clause 6.1, are somewhat different. 
We copy the text from S2-174885, section 4 (pCR part), below while accepting all changes. S2-174885 uses EAP-AKA’ for authentication. The revision marks below show what changes would have to be when EPS AKA* is used for authentication instead. 

Note that EPS AKA* may be renamed by SA3, e.g. to “5G AKA”.
To avoid any misunderstanding we state here: EAP-AKA’ remains a mandated authentication method for 5G phase 1 usable over both 3GPP- and non-3GPP access networks. This contribution just demonstrates how EPS AKA* could be used, too. 
In section 4.1 we explain how to use EPS AKA* for untrusted non-3GPP access with the solution in S2-174885 while we do the same for the solution in S2-174886 in section 4.2.

4
How to use EPS AKA* for untrusted non-3GPP access
4.1 How to use EPS AKA* for untrusted non-3GPP access with the solution in S2-174885
We copied the text from S2-174885, section 4 (pCR part), below while accepting all changes. S2-174885 uses EAP-AKA’ for authentication. The revision marks below show what changes would have to be made when using EPS AKA* for authentication instead. 

************START of modified text from S2-174885**************

4.12
Procedures for non-3GPP access
Editor's note: Including interworking procedures with untrusted non-3GPP access, i.e. the differences south of N2 compared to what is described in other procedures e.g. Registration procedures.

Editor's note: HO/Mobility procedures between 3GPP AN and non-3GPP and vice versa is to be added.

4.12.1
General
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.2 and it uses a vendor-specific EAP method called "EAP-5G". The EAP-5G packets utilize the "Expanded" type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry. The "EAP-5G" method is used between the UE and the N3IWF and is utilized only for encapsulating NAS messages (not for authentication). If the UE needs to be authenticated, an EPS AKA* mutual authentication is executed between the UE and AUSF as shown below. The details of the EPS AKA* authentication procedure are specified in TS 33.501, clause 6.1.3.2.
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
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Figure 4.12.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause 6.3.6.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3]. After step 2 all subsequent IKEv2 messages are encrypted and integrity protected by using the established IKE SA.
3.
The UE shall send IKE_AUTH request as defined in RFC 7296[3] and RFC 5998 [4]. The N3IWF shall send an EAP 5G-Start message to inform the UE that it should start an EAP-5G procedure. The UE shall respond with an EAP 5G-NAS message which contains the Access Network parameters (AN-Params) defined in clause 4.2.2.2.2 and a NAS Registration Request message. The AN-Params include information (e.g. SUPI or the Temporary User ID, the Selected Network and NSSAI) that is used by the N3IWF for selecting an AMF in the 5G core network.

NOTE 1: 
The N3IWF does not send an EAP-Identity request because the UE includes its identity in the first IKE_AUTH. This is in line with RFC7296 (see clause 3.16).

4.
The N3IWF shall select an AMF based on the received AN-Params and local policy, as specified in TS 23.501 [2], clause 6.5.3.
5.
The N3IWF shall forward the NAS Registration Request received from the UE to the selected AMF.

6.
The selected AMF may decide to request the UE’s permanent identity by sending a NAS Identity Request message to UE. This message and all other NAS messages are sent to UE encapsulated within EAP 5G-NAS. The permanent identity provided by the UE shall be protected as specified in TS 33.501, clause TBD.
7.
The AMF may decide to authenticate the UE. In this case, an EPS AKA* authentication shall take place between the UE and AUSF, as described in TS 33.501, clause 6.1.3.2. The EPS AKA*messages are encapsulated within NAS authentication messages and the NAS authentication messages are encapsulated within EAP 5G-NAS packets. After the successful authentication the AUSF shall send the anchor key (K_SEAF) to AMF/SEAF which is used by AMF/SEAF to derive NAS security keys and a security key for N3IWF (K_N3IWF). The UE also derives the anchor key (K_SEAF) and from that it derives the NAS security keys and the security key for N3IWF (K_N3IWF). The security key for N3IWF is used by UE and N3IWF for establishing the IPsec Security Association (in step 10).

NOTE: Note that the sending of Authentication Confirmation in step 7g is conditional: it is sent only when requested by the AUSF in step 7b. Note further that no Success message is required for EPS AKA* after step 7g. 


8.
After successful authentication, the AMF shall send a Security Mode Command (SMC) request to UE in order to activate NAS security. This request is first sent to N3IWF together with the K_N3IWF key.

9.
Before the N3IWF sends the SMC request to UE, it completes the EAP-5G procedure 
by sending an EAP-Success message to UE.

10.
The IPsec SA is established between the UE and N3IWF by using the common N3IWF that was created in the UE and was received by N3IWF in step 8. This IPsec SA is referred to as the "signalling IPsec SA". After the establishment of the signaling IPsec SA all NAS messages between the UE and N3IWF are exchanged via this SA and the EAP-5G is not used anymore. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor’s Note: It is FFS if GRE or another protocol is needed for the encapsulation of NAS messages.
11.
The N3IWF shall forward the SMC request to UE via the established signaling IPsec SA.

12.
All subsequent NAS messages (as specified in clause 4.2.2.2.2) are exchanged between the UE and AMF via the established signaling IPsec SA.
************END of modified text from S2-174885**************

4.2 How to use EPS AKA* for untrusted non-3GPP access with the solution in S2-174886

We copied the text from S2-174886, section 4 (pCR part), below while accepting all changes. S2-174886 uses EAP-AKA’ for authentication. The revision marks below show what changes would have to be made when using EPS AKA* for authentication instead. 

************START of modified text from S2-174886**************

4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.

In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
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Figure 4.12.2-1: Registration procedure for untrusted non-3GPP access, for the example of EAP-based authentication
1.
The UE connects to an untrusted non-3GPP access network and it is allocated a first IP address with procedures outside the scope of 3GPP. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. In step 2b, the UE is using NULL authentication as described in RFC 7619 [X] and provides a user identity which is used by N3IWF to do AMF selection in step 3a. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID . In step 2c, the N3IWF provide its identity and use NULL authentication [X]. The UE shall encapsulate in a 3GPP-specific Vendor Id (VID) payload the AN Parameters (e.g. slice information). This completes the IKE SA and the signalling IPsec SA. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor's note: It is FFS if GRE encapsulation for NAS messages is required.

Editor’s note: It is FFS if impact to IKEv2 can be avoided by carrying the AN parameters in step 3a instead.

3.
The UE sends a Registration Request message in the IPsec SA. The N3IWF shall select an AMF based on the received AN parameters and local policy, as specified in TS 23.501 [2], clause TBD. The Registration Request is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". If the UE's Temporary User ID was included in the AN parameters, the AMF may request the UE's SUPI and MM Context from another AMF, as specified in clause 4.2.2.2.

4.
The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause TBD, and shall request from AUSF to authenticate the UE . The AUSF shall choose an authentication method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE, as specified in TS 33.501, clause 6.1. The AUSF may retrieve UE subscription information from UDM.


5.
A mutual authentication procedure takes place between the UE and AUSF. Several request/ response messages may be required between the UE and AUSF depending on the chosen authentication method. Between UE and AMF the authentication messages are encapsulated within NAS Authentication Request/Response messages. Between the UE and N3IWF the NAS messages are sent in the IPsec SA. Between the N3IWF and AMF the NAS messages are encapsulated in a N2 NAS DL/UL transport messages. Between AMF and AUSF the authentication messages are encapsulated within Auth_Req/Res messages.

6a.
As part of the successful completion of the mutual authentication procedure, the AUSF shall send an anchor key to the SEAF/AMF. The anchor key is used by SEAF/AMF to derive NAS security keys and security key(s) for N3IWF.

NOTE: The key derivation rules can be found in TS 33.501.
NOTE: When EPS AKA* is used then the anchor key is already sent in message 5a and messages 5f and 6a are not needed.
Editor's note: It is FFS how and when the AMF gets UE subscription data.
6b.
In turn, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the EAP-Success message (if an EAP method is used), the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

6c. The N3IWF shall send an NAS over IPsec (EAP-Success (if an EAP method is used),, SMC request) message to UE

7.
The UE initiates a second IKE_AUTH exchange with the N3IWF including an AUTH payload derived from the N3IWF security keys. This completes the authentication of the IKE SA between the UE and N3IWF.

Editor’s note: Whether the second IKE AUTH exchange is compliant with RFC 7296 and RFC 7619 is FFS.

8
The UE responds with a NAS SMC Complete message, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message.

9.
The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. Finally, the UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.

For subsequent registration procedure when the UE is already registered to a PLMN via 3GPP access or via non-3GPP access in the same PLMN, and the N3IWF selected in step 1 is located in the same PLMN, the same procedure as described above is completed but a temporary identity is used in step 3a resulting that the correct AMF where the UE is registered is selected in step 3b. The UE is using the security context from the previous registration, which allows the AMF to not initiate a full authentication for the UE.
************END of modified text from S2-174886**************

�there is a slight difficulty in S2-174885: the EAP Success messages in steps 7h and 8 are those completing EAP AKA' while the EAP Success in step 9 completes EAP-5G. This is addressed in our companion contribution "Observations on S2-174885 "
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