[bookmark: _Toc483597529]
3GPP TSG SA WG3 (Security) Meeting #88	S3-171946 
7 – 11 August, 2017, Dali, PR China	revision of S3-17xabc

Source:	Nokia
Title:	LI compliance when applying subscriber privacy 
Document for:	Approval
[bookmark: _GoBack]Agenda Item:	7.3 / TS 33.501
1	Decision/action requested
Subscriber privacy must not impact LI compliance. It is proposed to add a new section related to LI following the agreements in TR 33.899 clause E.7.2.1.2. 
2	Rationale

3	pCR

<<< START OF CHANGES >>>
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Assumption: UE must work as specified and has no functional additions while the HPLMN UDM may be assumed to be cheating. Thus, the underlying assumption of the solution is that the UE is not cheating or cooperating in cheating with the UDM.
The UE conceals SUPI using a public key encryption method which avoids replay attacks. Let’s call the encrypted value SUPI*. Further the UE creates a hash of both SUPI* and SUPI, i.e. hxres= H(SUPI*, SUPI), and provides SUPI* and hxres within the registration message to the VPLMN. Let’s call hxres an identity proof information, i.e. the expected hash response, which VPLMN can use for confirming that HPLMN has not cheated. The hash function is publicly known.
When the VPLMN gains from HPLMN the SUPI, it can quickly calculate hres by calculating a hash from the 2 values, i.e. SUPI* as received by UE and SUPI as received by the HPLMN, hres=H(SUPI*,SUPI). By comparing hres=hxres the VPLMN (AMF) knows that HPLMN has returned the real SUPI (under the assumption that UE is not cheating together with the HPLMN).
The advantage of having the UE sent hxres=H(SUPI*,SUPI) is that the HPLMN needs to return only SUPI and can still fulfill LI. The VPLMN can do this comparison as a light-weight calculation of the hash hres to confirm the HPLMN response and comparing it with the UE provided identity proof information.
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