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1
Decision/action requested

An LS from SA2 in S2-174887 = S3-171731 “asks SA3 to study the attached solutions [on untrusted non-3GPP access in S2-174885 and S2-174886] from a security point of view and let SA2 know if there are security concerns associated with each solution”.
The present contribution makes observations on the solution in S2-174886. Companion contributions make observations on the solution in S2-174885 and propose a draft reply LS. 
2
References

LS from SA2 in S2-174887 = S3-171731 
3
Discussion
Our main observations on the solution in S2-174886 are: 

· The solution is not compliant with RFC 7296. It can, however, be made compliant by adding another IKE_SA_INIT exchange. 

· An IKE_SA_INIT exchange is the most expensive part of an IKE run in terms of performance as it contains the Diffie-Hellman handshake.

· The solution in S2-174886 has a somewhat increased attack surface on the N3IWF, compared to that of the ePDG in EPS as well as compared to the solution in S2-174885. The reason is that an attacker impersonating a UE can send arbitrary unauthenticated IP packets to N3IWF functions beyond the IKEv2 responder or the IPsec ESP termination point. 

It is proposed to inform SA2 of these observations. 

In Detail: 

The solution is not compliant with RFCs 7619 and 7296.

The solution in S2-174886 consists in establishing a “temporary” unauthenticated IPSec security association that can be used for NAS signalling before the actual mutual authentication is done on NAS level. This “temporary” IPSec security association is created using a NULL IKE authentication method described in RFC 7619 which is used when authentication is not needed on one or both ends of an IKE tunnel. 

Setting up the authenticated IPsec is performed by an additional IKE_AUTH exchange initiated by the UE in the same IKE session, which includes an AUTH payload derived from the N3IWF security keys generated during the NAS procedures in UE and AMF. 
However, this behaviour is not compliant with RFC 7619 and RFC 7692:

· RFC 7619 does not specify the case when unauthenticated peers can, after the establishment of an IPsec tunnel between them, authenticate each other.

· RFC 7692 clause 2.8.3 has two statements with regards to re-authentication: 

“IKEv2 does not have any special support for reauthentication. Reauthentication is done by creating a new IKE SA from scratch (using IKE_SA_INIT/IKE_AUTH exchanges, without any REKEY_SA Notify payloads), creating new Child SAs within the new IKE SA (without REKEY_SA Notify payloads), and finally deleting the old IKE SA (which deletes the old Child SAs as well)."

and

"While creation of a new IKE SA can be initiated by either party (initiator or responder in the original IKE SA), the use of EAP and/ or Configuration payloads means in practice that reauthentication has to be initiated by the same party as the original IKE SA. IKEv2 does not currently allow the responder to request reauthentication in this case;”

This means that it is not possible to just exchange IKE_AUTH messages to re-authenticate the UE and, thus, move from an unauthenticated IPsec SA to an authenticated one, as described in S2-174886 and, in addition to that, it shall be the UE that initiates the new IKE SA establishment. The call flow needs to be modified to consider these two constraints. 

In particular, the NAS layer should receive a NAS message and respond via another NAS message to trigger the establishment of the new IKE session. These messages are SM Command and SM Complete. 

See the figure and associated text in the Annex below, where changes to are shown with revision marks. We believe that only with these changes the solution in S2-174886 can be made compliant with the RFCs. The main change is adding another IKE_SA_INIT exchange. 
Sending of arbitrary IP packets 
In untrusted access in 4G, the IKEv2 responder is meant to serve as a Security GW: only well-defined IKEv2 messages, and EAP messages inside, are allowed to be sent to the IKEv2 responder, every other kind of packets will be discarded before EAP authentication and IKEv2 have been successfully completed and the IPsec ESP SA is up and running. 
But with the solution in S3-174886, it seems that an unauthenticated attacker can send arbitrary IP packet towards the N3IWF over the unauthenticated IPsec ESP SA once the attacker has completed the initial IKE with NULL authentication (which anybody can do). These IP packets may include intentionally malformed IP packets to probe for holes in the N3IWF configuration and bring the N3IWF down. This seems to put additional security requirements on the N3IWF. (True there is some work to be done for the attacker in setting up IKE-NULL, but still…)

Of course, a flawless N3IWF implementation can cope with this, but the design of the solution increases the attack surface. 

We would further appreciate if the proponents of the solution in S2-174886 could explain in how far the use of unauthenticated IPsec ESP SAs increases the security level compared to the following alternative solution: 

Security comparison with alternative solution:

All NAS messages that are sent over unauthenticated IPsec ESP in S2-174886 would be sent, in the alternative solution, over IP over WiFi (between UE and WLAN AP) /Ethernet (between WLAN AP and N3IWF) without any IPsec protection instead. EAP messages would always be embedded in NAS messages. As the non-3GPP access provides IP access by assumption, the alternative is technically feasible. In the figure in the pCR part of S2-174886, all NAS messages 3a through 6c would be sent in such a way, cf. also modified figure in Annex below. 

Unauthenticated IPsec ESP provides confidentiality and integrity protection against a man-in-the-middle who did not interfere with the set-up of the IPsec SA (so-called opportunistic security). We suspect that this kind of security is not beneficial in the current scenario and there is no security gain in using unauthenticated IPsec ESP compared to using no IPsec because NAS messages have their own protection (as far as they need it). It is well known, cf. TS 24.301, that some NAS messages, e.g registration requests and authentication requests and responses, can be sent unprotected. 
To be sure, we are not promoting this alternative, the purpose between the comparison of S2-174886 and the alternative rather is to show more clearly that the solution in S2-174886 increases the attack surface on the N3IWF as it allows an attacker to send arbitrary unauthenticated IP packets to a public IP address of the N3IWF. 

UE identity in IKE_AUTH Req
We observe that there is no need for sending the 5G-GUTI or the (encrypted) SUPI in the IDi field in any of the IKE_AUTH messages. The only requirement is that the N3IWF can identify the correct AMF from IDi. The final form of IDi should be ffs. The 5G-GUTI or the (encrypted) SUPI need to be anyhow repeated in the NAS registration request; sending the encrypted SUPI twice would be a performance disadvantage as public-key encryption (which is applied to the SUPI) tends to result in long messages.
This observation is the same for the solution in S2-174885.
Annex

[image: image1.emf]UE

AUS

F

5b. DL NAS 

Transport 

(NAS(Auth Request

[EAP]))

5d.  [NAS over IPsec]

Auth Response

(EAP)

5e. UL NAS 

Transport 

(NAS(Auth Response

[EAP]))

3c

. I

n

iti

a

l 

UE

 

Message

 

(

NAS

 

Reg

i

s

tr

ati

on

Reques

t)

3b. AMF selection

Untrusted 

non-3GPP

Access Network

N3IWF

1b. UE discovers the IP address of N3IWF

1a. UE connects to untrusted non-3GPP access 

network and allocated an IP address

2b. IKE_AUTH Req (User Id, AUTH, AN 

parameters)

2c. IKE_AUTH Res (AUTH)

3a. [NAS over IPsec]Registration request

5c. [NAS over IPsec]Auth Request

(EAP)

2a. IKE_SA_INIT

4a. AUSF 

Selection

9a. Initial 

Context Setup 

Request 

(RegistrationAccept)

9d. Initial 

Context Setup 

Response 

(Registration

Complete)

6c. [NAS over IPsec]

EAP-Success+ 

SMC Request

Mutual EAP-

based 

authentication

. . .

6b. DL NAS 

Transport 

(NAS(EAP-Success,

SMC Request)) + 

Security keys

AMF

4b. Auth_Req

5a. Auth_Res

(EAP)

5f. Auth_Req

(EAP)

6a. Auth_Res

(EAP-Success,

Security keys)

8c. UL NAS 

Transport 

(NAS(SMC Complete))

8b. [NAS over IPsec] 

SMC Complete

9b. [NAS over IPsec] Registration Accept

9c. [NAS over IPsec] Registration Complete

2d. IPsec SA established

7c. IKE_AUTH Req (AUTH)

7d. IKE_AUTH Res (AUTH)

7c. IKE_SA_INIT

7d. IKE_SA_INIT

8e. IKE_Informational Exchange (Delete SA)


Figure 4.12.2-1: Registration procedure for untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network and it is allocated a first IP address with procedures outside the scope of 3GPP. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. In step 2b, the UE is using NULL authentication as described in RFC 7619 [X] and provides a user identity which is used by N3IWF to do AMF selection in step 3a. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID . In step 2c, the N3IWF provide its identity and use NULL authentication [X]. The UE shall encapsulate in a 3GPP-specific Vendor Id (VID) payload the AN Parameters (e.g. slice information). This completes the IKE SA and the signalling IPsec SA. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor's note: It is FFS if GRE encapsulation for NAS messages is required.

Editor’s note: It is FFS if impact to IKEv2 can be avoided by carrying the AN parameters in step 3a instead.

3.
The UE sends a Registration Request message in the IPsec SA. The N3IWF shall select an AMF based on the received AN parameters and local policy, as specified in TS 23.501 [2], clause TBD. The Registration Request is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". If the UE's Temporary User ID was included in the AN parameters, the AMF may request the UE's SUPI and MM Context from another AMF, as specified in clause 4.2.2.2.

4.
The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause TBD, and shall request from AUSF to authenticate the UE. The AUSF shall operate as an EAP server and shall choose an EAP method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM.

NOTE:
It is up to SA WG3 to decide which EAP authentication methods can be used to access 5GC via untrusted non-3GPP access.

5.
An EAP-based mutual authentication procedure takes place between the UE and AUSF. Several EAP request/ response messages may be required between the UE and AUSF depending on the chosen EAP authentication method. Between the UE and N3IWF the NAS messages are sent in the IPsec SA. Between the N3IWF and AMF the EAP messages are encapsulated within NAS Authentication Request/Response messages which, in turn, are encapsulated in a N2 NAS DL/UL transport messages. Between AMF and AUSF the EAP messages are encapsulated within Auth_Req/Res messages.

6a.
When the EAP-based mutual authentication procedure is successfully completed, the AUSF shall send an Auth_Res (EAP-Success, Security keys) to AMF. The Security keys shall contain one or more master session keys which are used by AMF to derive NAS security keys and security key(s) for N3IWF.

Editor's note: It is FFS how and when the AMF gets UE subscription data.
6b.
In turn, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the EAP-Success message, the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

6c. The N3IWF shall send an NAS over IPsec (EAP-Success, SMC request) message to UE. The IKE layer at the UE side sees EAP Success and does – nothing, because it is just happy to let the communication proceed with the established IPsec ESP SA (conf and int protected, but unauthenticated).
7.
the UE initiates another IKE_SA, comprising IKE_SA_INIT and IKE_AUTH phases, and a new IPsec ESP SA.

8
The IKE layer sends the NAS SMC Complete message over the new IPSec SA, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message. The old IPSec SA is torn down when the new IPSec SA has been established.

9.
The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. Finally, the UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.

For subsequent registration procedure when the UE is already registered to a PLMN via 3GPP access or via non-3GPP access in the same PLMN, and the N3IWF selected in step 1 is located in the same PLMN, the same procedure as described above is completed but a temporary identity is used in step 3a resulting that the correct AMF where the UE is registered is selected in step 3b. The UE is using the security context from the previous registration, which allows the AMF to not initiate a full authentication for the UE.
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