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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
TS 33.501
[2]
TS 33.401
3
Rationale

This contribution provides generic content to clause 6.2 on NAS security in TS 33.501 [1]. As indicated by the Editor’s Note the proposed content is based on what is under clauses 6.5 and 8 in TS 33.401 [2]. The content has been organized into different subclauses to provide a better and a clear structure. 
The following table shows the mapping to the original clauses form TS 33.401 [2] and explanantion of the changes whenever needed. The major deviations are highlighted.
	Source clause in TS 33.401
	Target clause in TS 33.501
	Explanation and detailed description of the changes (whenever needed)

	8.0
General
	6.2.1
General
	Content in source clause is irrelevant. Therefore a more generic content is provided to describe the scope of the overall clause. In addition an EN is added to highlight the need to address SMS payload security.

	None
	6.2.2
Security for multiple NAS connections
	This is clause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. Observe that this a new feature and has no corresponding content in the legacy system. 

	8.1
NAS integrity mechanisms
	6.2.3
NAS integrity mechanisms
	

	8.1.1
NAS input parameters and mechanism
	6.2.3.1
NAS input parameters to integrity algorithm
	The source clause contains some content related to integrity failure handling which is a bit out of the scope of the clause in question. Therefore, it is proposed to separate this content under a new clause addressing solely this aspect.

	8.1.2
NAS integrity activation
	6.2.3.2
NAS integrity activation
	

	None
	6.2.3.3
NAS integrity failure handling
	Explanantion provided above (see 6.2.3.1)

	8.2
NAS confidentiality mechanisms
	6.2.4
NAS confidentiality mechanisms
	The source clause does only contain text related to input parameters. The other content is irrelavant since it is related to CioT EPS optimization. Therefore it is proposed to structure this clause in a similar manner to how it is done for the integrity clauses. The source content should be then distributed to the new clauses.

	None
	6.2.4.1
NAS input parameters to confidentiality algorithm
	Explanation provided above (see 6.2.4)

	None
	6.2.4.2
NAS confidentiality activation
	Explanation provided above (see 6.2.4)

	6.5
Handling of NAS COUNTs
	6.2.5
Handling of NAS COUNTs
	


4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1].
***** BEGIN CHANGES *****

6.2
NAS security 

Editor's Note: This clause is meant to contain, among other things, contents corresponding to 33.401 [10], clause 8 “Security mechanisms for non-access stratum signalling and data via MME” and clause 6.5 “Handling of NAS COUNTs”.
6.2.1
General

This clause describes the security mechanisms for the protection of NAS signalling and data between the UE and the AMF over the N1 reference point. This protection involves both integrity and confidentiality protection. The security parameters for NAS protection are part of the 5GS security context described in clause 6.7.

Editor’s Note: The protection of SMS payloads in NAS messages is FFS. 
6.2.2
Security for multiple NAS connections
Editor’s Note: This is clause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 
6.2.3
NAS integrity mechanisms

Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.
6.2.3.1
NAS input parameters to integrity algorithm
Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which is about NAS input parameters to integrity algorithms. 
6.2.3.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 

Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply integrity protection. 

Editor’s Note: The message exempt from integrity protection are FFS.

NAS integrity stays activated until the 5GS security context is deleted in either the UE or AMF
6.2.3.3
NAS integrity failure handling
Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which contains some content on integrity failure handling. 
6.2.4
NAS confidentiality mechanisms

Confidentiality protection for NAS signalling messages shall be provided as part of the NAS protocol.
6.2.4.1
NAS input parameters to confidentiality algorithm
Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which is about NAS input parameters to confidentiality algorithms. 
6.2.4.2
NAS confidentiality activation
NAS confidentiality shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or AMF. Before NAS confidentiality has been activated, NAS messages without confidentiality protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply confidentialityy protection. 

Editor’s Note: The message exempt from confidentiality protection are FFS.
NAS confidentiality stays activated until the 5GS security context is deleted in either the UE or AMF
6.2.5
Handling of NAS COUNTs
Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 6.5, which is about handling of NAS COUNTs. 
***** End of Changes *****

