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Security keys in EN-DC

In LTE and NR system, PDCP layer provides ciphering and deciphering, integrity protection and integrity verification functions for user plane. SA3 has reached the interim agreement that in 5G system UP security termination point is in the RAN and located in the PDCP layer. 

Four different bearer types have been agreed in TS 38.300: MCG bearer; MCG split bearer, SCG bearer and SCG split bearer [1].
For all MCG split bearers (option 3), SCG bearers (option 3a) and SCG split bearers (option 3X), the user plane security terminates at NR PDCP. Whether the MCG bearer only uses one PDCP type or the MCG bearer can use either LTE PDCP or NR PDCP up to the Network decision [2]. 
S3-1717122 lists 3 options for the number of security keys:
Option1: a different key per network termination point. In this option, there will be two different keys, one for all MCG bearers and MCG split bearers and another one for all SCG bearers and SCG split bearers. However, if PDCP for MCG bearer terminates at LTE PDCP, MCG bearer and MCG split bearer will have different PDCP termination points. In this situation, option1 cannot fulfill the security requirements that the same security key should not be used in separate PDCP termination point simultaneously. 
Option2: a different key per bearer type could be used (e.g. 3 separate keys for MCG, SCG and Split bearers). In this option, security keys for MCG bearer and MCG split bearer are different. Even if MCG bearer uses LTE PDCP, option2 can ensure the security requirement that whenever the PDCP termination point is changed, it requires a change of the corresponding security key. 

Option3: a different key for each bearer. In this option, one key is allocated per DRB. Since there are lots of DRBs between UE and eNB/gNB, the total number of keys cannot be certain. 

Conclusion: Option3 and option2 can fulfil the requirement that same key should not be used in separate PDCP termination point simultaneously. Option3 provides finer granularity for key generation than option2, however option3 is much more complicated. Option1 cannot fulfill the security requirement. Therefore, SA3 recommends RAN2 to adopt option 2.
Actions upon DRB IP check failure

Q2.1: Integrity protection for user plane is mandatory to support and optional to use by 5G UEs and 5G network. For the service which data integrity is needed, silently discarding mismatched packet may cause service interruption. For example, if the cause of IP check failure was key mismatch and no behavior was taken by UE or network, persistent packet loss will happen. Otherwise, in the key mismatch situation, triggering some kind of failure handling (e.g. RLF) adds load to the system. Therefore, something between the above extremes (e.g. sending an indication to network of failed DRB IP check with the cause of failure) is recommended by SA3. However, security protection for the indication needs to be considered.

Q2.2: From security perspective, there is no difference between the behaviors in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs.  Behaviours in Q2.1 relate only to DRB with detected DRB IP check failure adds less load to the system.
Q2.3: According to the radio protocol architecture for EN-DU in TS 37.340, the UE can only be configured to establish SRB with MN or can be configured to establish a SRB with MN and a SRB with SN [3]. Network and UE behaviors on DRB IP check failure may involve RRC signaling interaction. If RRC PDUs for the SN couldn’t be transported directly to UE, there may be differences in behaviour for the case that the DRB is anchored in MN or SN.

Conclusion:  it is recommended that UE and network take some behaviors between discarding and triggering failure handling, and the behaviors relate only to DRB with detected DRB IP check failure. There may be differences in behavior for the case that the DRB is anchored in MN or SN.
Actions:

To RAN2:

ACTION: RAN2 is kindly requested to take the above information and SA3 conclusions into account in their NR for EN-DC and DRB IP check failure.

3. Date of Next TSG-SA WG3 Meetings:

SA3#88Bis (Adhoc on 5G)

 9-13 October 2017

Singapore

SA3#89


27 November - 1 December
Reno, Nevada (US)

