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1
Decision/action requested

It is proposed that SA3 accept the described evaluation into the TR.
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".

3
Rationale

pCR adds evaluation section to the solution. 
4
Detailed proposal
***************Start of Changes****************

5.7.4.23.3
Uniqueness of Scrambled S-TMSI 

When the UE-ID (i.e., M-TMSI part of S-TMSI) is scrambled using the above procedure, uniqueness of scrambled S-TMSI may be lost due to collision. This may lead to a UE responding to a paging request that is not its own.  To avoid this situation, when AMF sends paging request, it shall include a short-MAC which is calculated over the UE-ID and other parameters using the KDSK Key. 

Editor’s Note: Parameters for short-Mac calculation is FFS.

Upon receipt of paging request, the UE shall calculate short-MAC for its UE-ID.  If the calculated short-MAC matches with the short-MAC included in paging request the UE can determine that the paging request is its own.

5.7.4.23.4
Evaluation


Solution addresses requirements for two key issues #7.1 "Refreshing of temporary subscriber identifier" and #7.4 "Using effective temporary or short-term subscriber identifiers. 
Solution provides protections against the threats described in key issues #7.1 and #7.4 by implementing a method to scramble UE-NGC ID using a unique key when UE transitions from Idle to Connected Mode. It also provides protections for the issues arising due to location leak e.g. tracking the user/UE from unauthorised party and targeted denial of service attack.
If the UE-NGC ID used for paging is not changed often, it would make it easier for an unauthorized party to track UE location either at cell level (in case smart paging is used) or Tracking area level. 
In LTE, there is no protection (abstraction) of UE-NGC ID in air interface message for paging. Moreover, the UE-NGC ID is changed only with an S-TMSI reallocation procedure which may be performed only once in a few days. Hence unauthorized third party user who has knowledge of UE-NGC ID for a UE can keep track of the location till the temporary ID is changed.

Scrambling Solution simplifies the implementation of AMF/MME unlike the case where UE-NGC ID is refreshed more frequently. If UE-NGC ID is to be refreshed this implies that UE-NGC ID also needs to be reallocated.  UE-NGC ID is used not only as the temporary identity on the radio interface, but also it is used by MME internally as ‘key’ to find the subscriber context.  That is, if the MME re-allocates the UE-NGC ID, it may also need to update its internal linkage between UE-NGC ID and memory address where the subscriber context is stored (which can also involve updating some hash-tables, dependent on the structure of the subscriber database).  
However as per the scrambling solution UE-NGC ID is scrambled when UE transitions from idle to the connected mode using a unique key, UE-NGC ID does not need to be reallocated. This will simplify the implementation of MME.
Editor’s Note: Evaluation for different Roaming Scenarios is FFS.
***************End of Changes****************
