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1
Decision/action requested

Approve the pCR below
2

Rationale

Based on current interim agreements related to the network slicing security, the following skeleton and initial text are provided to the TS 33.501.
3
Detailed proposal
*** BEGIN CHANGES ***
5.X
Requirements on network slicing

Editor's Note: This sub-clause will contain general, high-level security requirements on network slicing.
5.X.1
Slice authentication/authorization

Mutual authentication shall be performed before the UE can access network slices.

5.X.2
Slice privacy

Confidentiality protection of network slice selection assistance information is mandatory to support and optional to use.

*** NEXT CHANGES ***
Y           Security of Network Slicing

Editor's Note: This clause covers security aspect of network slicing, e.g, slice authentication, key hierarchy, security procedures, etc.

Y.1
General

Editor's Note: This sub-clause will provide high-level description on network slice security solutions.
Y.2
Slice authentication

Editor's Note: This sub-clause will provide security solutions related to the network slice authentication and/or authorization.
A UE shall first be authenticated through primary authentication before it can access any network slice instance. After passing the primary authentication, a UE can subsequently access multiple network slice instances without performing primary authentication any more.
Whenever an additional authentication/authorization from an external DN is required to establish a PDU session for a UE in a slice instance, the secondary authentication procedure shall be performed by the SMF in the slice instance.
Y.3
Slice privacy

Editor's Note: This sub-clause will provide security solutions related to the network slice privacy.
Whenever NSSAI privacy is required, then it shall only be included in encrypted NAS signalling.

*** END OF CHANGES ***
