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Decision/action requested

It is requested to approve following proposed solution.
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
3
Rationale

This contribution provides solution details for using the home PLMN’s public key to encrypt UE’s MSIN while addressing the following:
#1: Use the home PLMN’s public key to encrypt UE’s MSIN while providing privacy, nontraceability, and unlinkability.
#2: Use either nonce or timestamp to prevent replay attack and mitigate DoS attack. 
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Detailed proposal
***************Start of Changes****************
6.8.1. X
Privacy of the Subscriber permanent identifier
NextGen networks shall have private keys, and UEs shall obtain the corresponding public keys and verify their authenticity during initial attach.  The UE shall never sends its permanent identifiers (e.g. IMSI, IMEI) in clear, but only ever encrypted using the (verified) public key of the network.

The mechanism is mandatory to implement and mandatory to use in networks.  It is optional to support and optional to use in UEs, but support and use is recommended.  Legacy UEs, or UEs for which signature verification would be in some sense too demanding, can send identifiers unencrypted, and networks should still accept these.

6.8.1. X.1
Provisioning and management of keys  

The UE uses the Network Node Public to encrypt permanent identifiers.

Editor’s note: Text for The provisioning and management of public keys needs to be added.
6.8.1. X.2
Procedure

Editor’s note: Update the text and diagrams with the latest SA3 terminologies.
Following assumptions are made in this solution.

1) Only MSIN in IMSI is encrypted with PK. MCC, MNC are not encrypted as they need to be used for routing in roaming use cases.

2) Following attach procedure will be used when there is no UE/AMF security context. 

Following figure 6.8.1. X.2-1 shows detailed steps in the solution
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Figure 6.8.1. X.2-1. Simplified Attach Request with encrypted IMSI

1)  MSIN in IMSI identifies the UE and is encrypted with PK. A timestamp N is introduced into the encryption operation as follows: IMSIEnc = MCC || MNC || EncPK(MSIN, N), where MCC and MNC are not encrypted as they need to be used for routing in roaming cases. UE sends initial attach request containing this IMSIEnc to AMF.

2)  AMF forwards IMSIEnc to SEAF in Authentication Information Request. In a roaming scenario, this will be forwarded to home PLMN for attachment. 

3)  After receiving Authentication Information Request, the home PLMN decrypts IMSIEnc and extracts MSIN and timestamp N. The home PLMN uses MSIN to identify the UE and generates Authentication Vector for Authentication Information Answer. 

Note: To satisfy LI requirements, the Authentication Information Answer message also carries IMSI, which is the IMSI protected by the key shared between AMF and SEAF.

Editor’s Note: Message details to transfer IMSI from home network to serving network is FFS.

4) AMF forwards the Authentication Response to UE and completes the Attach procedure. 

To prevent replay attack and traceability, details of the method above in step (3) to use timestamp is as described below. Following figure 6.8.1. X.2-2 shows detailed steps. The UE may adjust its clock from receiving synchronization signals from the radio network. For protection against a replay attack and prevent traceability, a coarse synchronization between the network and the UE is sufficed.
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Figure 6.8.1. X.2-2. Simplified Attach Request with timestamp and encrypted IMSI

1)  The UE includes a current timestamp TUE and IMSIEnc in the Initial Attach Request. To generate IMSIEnc, the UE first computes N as N = fK(TUE), 
· K is the symmetric key shared between UE’s USIM and the home PLMN, 
· fK() is a keyed hash function using key K. 
· The UE computes IMSIEnc with N as specified previously. 
2)  After receiving authentication request, the home PLMN first verifies UE’s timestamp TUE. 

· The authentication request is only valid if -Tth1 < (Thome - TUE) < Tth2, where Thome is the current timestamp of the home PLMN, Tth1 and Tth2 are the thresholds that specify the time range authentication requests will be accepted. 
· If TUE does not fall within the allowed range, the attach request is determined as a replay and will be rejected. 

If TUE is valid, the home PLMN decrypts IMSIEnc to extract MSIN and N. The home PLMN verifies if N is derived correctly from TUE and K using N = fK(TUE).
6.8.1. X.3
Preventing replay attack and traceability
Traceability is mitigated in the current solution introducing randomness into encryption operation. Randomness into encryption operation provides nontraceability and unlinkability of the permanent subscriber identifier so that the UE cannot be traced if a sequence of IMSIEnc is observed, and any two IMSIEnc cannot be linked together.
Figure 6.8.1.X.3-1 shows the case where a replay is detected at the home PLMN. The home PLMN sends Authentication Reject to the AMF, which then notifies the UE with Authentication Failure. Here the Authentication Request/Response exchange between the UE and the serving PLMN is saved. Additionally, the authentication failure notification from the serving PLMN to the home PLMN is stored.  
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Figure 6.8.1. X.3-1: Attach procedures when a replay is detected
6.8.1. X.4
Revocation and public key refresh details
The public key of the home PLMN is provisioned on the UE. This public key needs to be refreshed and provisioned to the UE before it expires or when detecting the corresponding private key is compromised. It is important to guarantee the authenticity of the new public key and prevent provisioning a fake public key onto the UE. 

If the UE’s security context exists, the new public key of the home PLMN can be sent to the UE, protected with the symmetric key shared between the UE and the home PLMN (e.g., KASME). If the UE’s security context does not exist, the new public key may be protected using key K shared between USIM and the home PLMN. Either encryption or MAC can be used as a proof of the authenticity. 

For regular periodic public key refreshing, there should be a grace period that allows both the new public key and the old public key.  There will be a delay between enabling the new public key at the home PLMN and the delivery of the public key to the UE. Also, the UEs may receive the new public key at a different time. Therefore, a grace period should be specified to allow a smooth transition from the old public to the new public key.
6.8.1. X.5
Encryption algorithms and algorithm selection  

UEs supporting this solution must support the ECIES signature algorithm.

Editor’s note: It is ffs what reference to use for ECIES.

***************End of Changes****************
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