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1
Decision/action requested

It is requested to approve the proposed content for clause 8.1.2.1.2, related to AS algorithm negotiation during Xn-handover, in TS 33.501.
2
Rationale

Security mechanisms for algorithm negotiation during Xn-handover in 5G are proposed to be kept similar to X2-hanodver in LTE (i.e., clause 7.2.4.2.2 in TS 33.401) except for following enhacements and optimizations, which allows fast recovery from UE 5GS security capabilities mismatch at AMF (due to potentially compromized or malfunctioning source gNB):
(1) If the AMF detects mismatch between its locally stored UE 5GS security capabilities and the ones sent by target gNB in path-switch request message, the AMF sends its locally stored UE 5GS security capabilities to the target RAN-node in the path-switch acknowledge message. 
(2) If the target RAN-node receives UE 5GS security capabilities from the AMF in the path-switch acknowledge message, the target RAN-node initiates RRC Connection Reconfiguration procedure with the UE based on the UE 5GS security capabilities it received from the AMF, in the path-switch aknowledge message..
3
Detailed proposal 
*** BEGIN CHANGES ***
New reference.
[a]
3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification".
*** NEXT CHANGE ***
Changes are proposed below. All text is new. 

For convenience of reader, 5G specific texts are shown as track changes against clause 7.2.4.2.2 in TS 33.401.
8.1.2.1.2

Xn-handover

At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE 5GS security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target gNB shall select the algorithm with highest priority from the received UE 5GS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms it continues to use the same algorithms as before the handover (see TS 38.331 [a]). In the path-switch message, the target gNB shall send the UE 5GS security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE 5GS security capabilities received from the target gNB are the same as the UE 5GS security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored UE 5GS security capabilities to the target gNB in the path-switch acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm.
If the target gNB receives UE 5GS security capabilities from the AMF in the path-switch acknowledge message, the target gNB shall update the AS security context of the UE with these UE 5GS security capabilities. The target gNB shall select the algorithm with highest priority from these UE 5GS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The target gNB shall immediately initiate RRC Connection Reconfiguration procedure indicating the selected algorithms to the UE.
NOTE:
Transferring the ciphering and integrity algorithms used in the source cell to the target gNB in the handover request message is for the target gNB to decipher and integrity verify the RRC Reestablishment Complete message on SRB1 in the potential RRC Connection Re-establishment procedure. The information is also used by the target gNB to decide if it is necessary to include a new selection of security algorithms in the handover command.
*** END OF CHANGES ***
��This is a new clause under 8.1.2.1, which is proposed in separate Ericsson skeleton contribution.
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