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1	Introduction
This contribution proposes to add some potential security requirements for the key issue #11.3 User control of security.
By assuming that a user (and/or an NG-UE) becomes aware of some of the security capabilities of access networks or services, the user (or the NG-UE) may need to control the security to based on its preferences. For this assumption, there has to be a secure mechanism to expose security capabilities of access networks or services and the security capability of security policy configuration by the user. The requirements of the security policies to protect user’s privacy information may different from the users, so it is proposed that UEs shall provide users with means to configure security policies to protect user’s privacy information when UEs choose or negotiate with access networks or services.
We kindly propose SA3 to agree the following pCR.

2	Proposal
It is proposed to approve below pCR.
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[bookmark: _Toc452659667][bookmark: _Toc452660080][bookmark: _Toc452660499][bookmark: _Toc452662647][bookmark: _Toc452966758][bookmark: _Toc452967175][bookmark: _Toc452967589][bookmark: _Toc452968002][bookmark: _Toc452970311][bookmark: _Toc457918452][bookmark: _Toc457919523]Assuming that a user (and/or an NG-UE) becomes aware of some of the security capabilities of access networks or services, whether such information is provided by networks or services, or the NG-UE derives it from other procedures, the user (or the NG-UE) may need to control the security to based on its preferences. For this assumption to work, there has to be a secure mechanism to expose security capabilities of access networks or services and the security capability of security policy configuration by the user.
5.11.3.3.2	Security threats 
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Attackers could attempt a bid-down attack which and lead an NG-UE, to to use less secure parameters.
The absence of a secure mechanism to expose security capabilities of access networks or services can enable such a bid down attack.
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· [bookmark: OLE_LINK9][bookmark: OLE_LINK10]UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.
· UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.
· UEs shall provide users with means to configure security policies to protect user’s privacy information when UEs choose or negotiate with access networks or services.
· UEs shall be able to send the preferred security capability to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whether the requested security is achieved or not.
· The solution should minimise the risk of accidental connection failures.
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