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1
Decision/action requested

It is proposed to discuss and agree the proposals on radio access network security negotiation.
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Rationale

3.1
Introduction

This contribution discusses radio access network security negotiation. 

3.2
Decopuling negotiation of control plane security and user plane security

The MM and SM have been decoupled during the design of the 5G network, corespondingly, MM procedures and SM procedures are seperated. In section 5.6.2 of TS 23.501[1], it says that

“The UE may request registration and PDU session establishment at the same time. Otherwise, the UE shall only initiate PDU session establishment in RM-REGISTERED state.”

“The AMF shall suspend the SM procedures and the other NAS procedures during the Registration procedure until the AMF has determined whether to accept the Registration Request”

Based on inforamtion above, no matter whether UE requests registration and PDU session establishment at the same time or not, the MM and SM procedures are seperated. Therefore, decoupling MM and SM procedure is a principle that the SA2 WG must consider. AS we known, SM procedure occurs when UP resources are allocated.
Observation 1: Seperated MM procedure and SM procedure is a principle what SA2 WG follows to.
Proposal 1: RRC security negotiation and UP security negotiation shall be seperated to align the principle of decoupling MM and SM principle.
In LTE, a default bearer will be set up in attach procedure, which means user resources are allocated at that time. So user plane security is activated during attach is reasonable. But in 5G , there is no default bearer set up during registration procedure defined in TS 23.502[2]. In other words, there is no user plane resources allocation in registration procedure.
Observation 2: User plane resources are allocated in PDU session establishment procedure, and there is no user plane related procedures in registration procedure.

Proposal 2: UP security negotiation is recommended to be implemented in SM procedure, and RRC security negotiation is in MM procedures.
As registrtion procedure is purely for control plane negotiation between UE and serving network, the AS SMC can be reused for control plane security negotiation. During PDU session establishment procedure, gNB allocates resources for the PDU session of the UE by sending RRC Reconfiguration Request. Therefore, the RRC Reconfiguration Request is a candidate for sending the user plane security negotiation information.
Observation 3: AS SMC can be reused for RRC security negotiation. RRC reconfiguration procedure can be used for UP security negotiation.
Proposal 3: RRC Security negotiation can be done in AS SMC, and UP security negotiation can be done in RRC reconfiguration procedure.
3.3
Granularity for user plane security
As a UE may establish multiple PDU sessions, to the same data network or to different data networks, as defined in TS 23.501[1]. Key issue #1.16 in TR 33.899 compared different user plane protection granularity and concluded that UP-traffic protection granularity should support the per-session mechanism. So it is proposed that user plane security is on session granularity. 
Proposal 4: User Plane security negotiation is on session granularity.

3.4
Policy for user plane security
As gNB does not have interfaces with UDM or PCF, gNB cannot get information to determine wheter the ciphering  or integrity protection is activacted or not. Therefore, to support session granluarity of the user plane security, SMF shall be invloved to assist the algorithm selection at gNB.
Observation 4: SMF shall be involved to assist the gNB on algorithm selection.

The SMF can determine the security policy on whether to activate or deactivate the ciphering or integrity protection for a PDU session, after the SMF obtaining session related information from other network functions, e.g. UDM, PCF,et. Then the security policy can be sent to the gNB via AMF. 

Proposal 5: SMF determines whether the ciphering or integrity protection shall be activated or not for a PDU session based on session related information.
3.5
The choice of negotiation
Integrity protection of user plane is an optional to use feature, so integrity protection of user plane shall be one choice of negotiation. An indication of integrity protection needs to be carried in the security policy from the SMF to the gNB. 
For ciphering of user plane, if a service has been protected by application layer, it will be unnecessary to be protected again over the air. Therefore, ciphering protection of user plane shall also be one choice of negotiation. An indication of ciphering protection needs to be carried in the security policy from the SMF to the gNB. 
Proposal 6: SMF sends security policy to the gNB for indicating whether cihpering or integrity protection is activated or not.

As 256-bit algorithms are to be introduced in future release of 5G, it is expected that control plane and user plane may use different algorithms. For example, in case a 256-bit integrity algorithm with 64-bit MAC is introduced in phase 2, control plane can use this algorithm for strong protection, whereas user plane may decide to use 128-bit integrity algorithm with 32-bit MAC for balancing transfer overhead and security. It is proposed to support the use of different algorithms for control plane and user plane in phase 1. This will facilate the introduction of 256-bit algorithms in future release because no changes to RRC prototol are needed.  
Proposal 7: Control plane and user plane can use different algorthms. 
3.6
Conclusion

The analysis shows that UP security negotiation principle for 5G network and the reason behind it.
The following observations have been made:
Observation 1: Seperated MM procedure and SM procedure is a principle what SA2 WG follows to.
Observation 2: User plane resources are allocated in PDU session establishment procedure, and there is no user plane related procedures in registration procedure.
Observation 3: AS SMC can be reused for RRC security negotiation. RRC reconfiguration procedure can be used for UP security negotiation.
Observation 4: SMF shall be involved to assist the gNB on algorithm selection.
The following proposals are identified:
Proposal 1: RRC security negotiation and UP security negotiation shall be seperated to align the principle of decoupling MM and SM principle.

Proposal 2: UP security negotiation is recommended to be implemented in SM procedure, and RRC security negotiation is in MM procedures.
Proposal 3: RRC Security negotiation can be done in AS SMC, and UP security negotiation can be done in RRC reconfiguration procedure.

Proposal 4: User Plane security negotiation is on session granularity.

Proposal 5: SMF determines whether the ciphering or integrity protection shall be activated or not for a PDU session based on session related information.
Proposal 6: SMF sends security policy to the gNB for indicating whether cihpering or integrity protection is activated or not.

Proposal 7: Control plane and user plane can use different algorthms.
4
Detailed proposal

SA3 is kindly requested to take into account the proposals in clause 3.6 during the design of radio access network security negotiation
