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Decision/action requested

It is proposed to approve a discussion question.
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Rationale
This contribution proposes the discussion on flexibility of retaining or changing AS security key for the related RAN procedures.
According to TR 38.801 [1], NR should support centralization of the upper layers of the NR radio stacks. Different protocol split options between Central Unit and lower layers of gNB nodes, namely Distributed Unit may be possible. Meanwhile, it states that “Option 2 may be a base on an X2-like design due to similarity on U-plane but some functionality may be different e.g. C-plane since some new procedures may be needed.”, which means that RRC, PDCP are in the central unit, and RLC, MAC, physical layer and RF are in the distributed unit.
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Figure 1 Centralized deployment
Thus, some NR mobility procedure which needs 2 gNBs may be handled by the same CU. It means that RRC and PDCP are handled by the same CU. Since PDCP anchor is not changed, the AS key could be retained.
In LTE, there are 4 procedures related to mobility with 2 eNBs, e.g. Handover, Resume, Re-establishment, and Dual Connectivity. These procedures related to key derivation are shown in the table below.

Table 1 key derivation for 4 procedures related to mobility with 2 eNBs
	Handover procedure
	RRC connection re-establishment 
	RRC connection resume
	Dual Connectivity

	Source eNB derives KeNB*, and sends to target eNB
	Target eNB derives KeNB* according to security parameters sent by source eNB
	Target eNB derives KeNB* according to security parameters sent by source eNB
	Master eNB derives S-KeNB, and sends to secondary eNB

	UE derives KeNB* when receiving NCC in the RRC Connection Reconfiguration Request message
	UE derives KeNB* when receiving NCC in the RRC Connection Reestablishment message
	UE derives KeNB* when receiving NCC in the RRC Connection Resume message
	UE derives S-KeNB when receiving SCG Counter in the RRC Connection Reconfiguration Request message

	Derive KeNB* according to NCC.
The inputs include PCI, EARFCN-DL, NH/KeNB
	Derive KeNB* according to NCC.
The inputs include PCI, EARFCN-DL, NH/KeNB
	Derive KeNB* according to NCC.
The inputs include PCI, EARFCN-DL, NH/KeNB
	Derive s-KeNB according to SCG Counter.
The inputs include SCG Counter


According to the table 1, for handover in LTE, target eNB gets the AS key derived by source eNB and NCC from source eNB, and sends NCC to UE to inform UE derivate the AS key. For RRC Resume procedure in LTE, target eNB also gets the AS key derived by source eNB and NCC from source eNB, and sends NCC to UE. For Dual Connectivity, secondary eNB gets the AS key derived by master eNB from master eNB, and master eNB sends SCG counter to UE. 
In TR 33.899[2], there is an interim agreement in E.4.11.1, flexibility of retaining or changing AS security keys during HO shall be addressed in phase I. When the PDCP anchor is not changed, in RRC layer, the source gNB and target gNB are the same node. So, from perspective of key derivation, general steps for 3 procedures are: the network derives the AS key, and then sends the security paramters (e.g. NCC, or SCG counter) to UE, UE derives the AS key according to the paramters. so AS key is not needed to change. Thus, the interim agreement shall also caters for RRC Resume procedure and Dual Connectivity procedure.
For RRC Re-establishment procedure, it may always change the AS key because it’s a failure handling procedure.
Proposal 1: For Handover, RRC Connection Resume, and Dual Connectivity procedure, the AS key could be retained when PDCP anchor is not changed. 
Proposal 2: For RRC Connection Re-establishment procedure, the AS key should always be changed no matter PDCP anchor is changed or not. 
For the case when AS key is retained, the network may inform UE with an indication whether the network changes the AS key, there are 2 possible implementions:

a) An explicit indication: the indication has two values, e.g. true for changing AS key, false for retaining AS key. However, it may impact RRC transmisson overhead.

b) An implicit indication: When security parameters (e.g. NCC, SCG counter) is not included in the specific message, it means retaining AS key. On the contrary, it means changing AS key. The method may reduce the RRC transmisson overhead while retaining AS key, and has little impact for the changing key case compared with LTE.
Proposal 3: For AS key retain case, the network may inform UE with an implicit indication whether the network changes the AS key, e.g. NCC is not included in the specific message means retaining AS key.
The decision to retain or change AS keys during mobility events is within the scope of SA3, but since the procedures to support SA3’s decision is within RAN2’s scope, SA3 needs to inform RAN2 about this.

Proposal 4: Send LS to RAN2 to note the two proposals.
3.4 Conclusion
The folowing proposals are identified:
Proposal 1: For Handover, RRC Connection Resume, and Dual Connectivity procedure, the AS key could be retained when PDCP anchor is not changed. 
Proposal 2: For RRC Connection Re-establishment procedure, the AS key should always be changed no matter PDCP anchor is changed or not.
Proposal 3: For AS key retain case, the network may inform UE with an implicit indication whether the network changes the AS key, e.g. NCC is not included in the specific message means retaining AS key.

Proposal 4: Send LS to RAN2 to note the two proposals.
4
Detailed proposal
SA3 is kindly requested to take into account the proposals in clause 3.4.
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