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Decision/action requested

Approve the pCR below
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References
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Rationale

This pCR introduces initial NAS security context establishment on AMF. 
4
pCR
*******************START OF 1st PCR*******************************************
*************** The whole clause is new. The revision marks show the modification to clause 7.2.4.3.1 "Initial NAS security context establishment" of 3GPP TS 33.401 *********************
6.3.1.1
Initial NAS security context establishment
Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3.1, which is about NAS algorithm selection at initial NAS security context establishment. 

Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context, the AMF shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm. The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithms and UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE (see clause 6.3
.2). The AMF shall select the NAS algorithms which have the highest priority according to the ordered lists.
*******************END OF 1st PCR*******************************************

*******************START OF 2nd PCR*******************************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
*******************END OF 2nd PCR*******************************************

�See companion pCR S3-171836





