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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TS33.501
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TS 33.501 v0.2.0 Security Architecture and Procedures for 5G System
3
Rationale

Clause 5.2 captures the latest security requirements for gNB. Throughout this clause the term secure environment is being used. In particular, clause 5.2.8 captures the requirements that the secure environments shall meet.

In addition, in the same clause, there is an EN which reads as follows:

Editor's Note: The definition and the usage of the secure environment is FFS.
Although, the first sentence following the EN defines the secure environment as follows: “The secure environment is logically defined within the gNB and is a composition of functions for the support of sensitive operations.” While at the same time, this definition is followed by the list of requirements which basically defines the secure environment. 
In addition, there seems to be a conflict between requirement No. 3 and requirement No. 6. Although, req. no. 3 prohibits external entities from accessing secure environment sensitive material while at the same time req. no. 6 allows such access to any entity as long as it is authorized. It is believed that req. no. 6 is enough for capturing the intended requirement by allowing only authorized entities to access the secure environment sensitive material.

This contribution proposes the following:

1. Expands the current definition of secure environment and adds text to address its usage and thus delete the respective EN.

2. Resolve the conflict between Req. 3 & 6 by deleting Req. no. 3.
4
Detailed proposal

*************** Start of Change 1 ****************
5.2
Requirements on the gNB

5.2.1
General

The security requirements given in this section apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.

Editor's Note: The content may need to be updated after RAN decisions on split deployments of the gNB.

…………

…………

5.2.8
Requirements for secure environment of the gNB


The secure environment is logically defined within the gNB. It ensures protection and secrecy of all sensitive informations and operations from any unauthorized access or exposure. The following list defines the requirements of the secure environment.

1.
The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

2.
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

3.

4.
The secure environment shall support the execution of sensitive parts of the boot process.

5.
The secure environment's integrity shall be assured.

6.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.
………….
*************** End of Change 1 ****************
