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	Reason for change:
	To specify the protection of user location information.

	
	

	Summary of change:
	Add a clause that specifies the protection of user location information over the SIP and HTTP interfaces between the location management client and location management server, and between the location management server and the MCX Service server.
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	User location information left unprotected may be exposed.
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************************ Start of change 1 *********************************
X.y.z
User location
MCX Service user location management is defined in clause 10.9 of 23.280 [36] and consists of the reporting of MC Service user location information between a location management server and a location management client, or between a location management server and a MCX Service server.  Location information is sent over the SIP or HTTP interfaces.
Location data is considered sensitive information. When protection of sensitive information on the application signalling plane is required by the MCX service operator, location information sent via the signalling plane between the location management client and location management server shall be protected with the CSK as defined in clause 9.3.  Location information sent via the signalling plane between the location management server and MCX Service server shall be protected with the SPK as defined in clause 9.3.
Location information sent via the http interface shall be protected with TLS as defined in clause 6.1.2.

Location information sent over inter domain or intra domain SIP or HTTP interfaces shall be protected as defined in clause 6.3.2.
************************ End of change 1 *********************************
