3GPP TSG SA WG3 (Security) Meeting #88
S3-171751

7 -13 August 2017, Dali, China
Source:
Vodafone
Title:
pCR to TR 33.xxx - LTKUP - re-organisation of Key issues section into Key Issues and evaluation criteriaas agreed on conf call
Document for:
Approval
Agenda Item:
8.5.6
1
Decision/action requested

Approve the pCR below
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Rationale

On the LTKUP conference call #2, we agreed that there should be separate key issues and evaluation criteria as the key issues can be solved on a per issue basis and the evaluation needs to be for the entire solution.  This pCR performs this split.  Note the requirement section is removed as the requirements are in the key issues. 
4
pCR
*******************START OF PCR*******************************************

7
Key issues

7.1
Key Issue 1: individual subscription - K exposed

7.1.1
Issue description
7.1.2
Threat Description
7.1.3
Security requirements

7.2
Key Issue 2: batch of subscriptions - K exposed

7.2.1
Issue description
7.2.2
Threat Description
7.2.3
Security requirements

7.3
Key Issue 3: individual subscription - OTA Key(s) exposed

7.3.1
Issue description
7.3.2
Threat Description
7.3.3
Security requirements

7.4
Key Issue 4: batch of subscriptions - OTA Key(s) exposed

7.4.1
Issue description
7.4.2
Threat Description
7.4.3
Security requirements

7.5
Key Issue 5: Weakness in key transport process discovered

7.5.1
Issue description
7.5.2
Threat Description
7.5.3
Security requirements





8
Evaluation Criteria

8.1
Evaluation against key issues
8.2
Transportation of key exchange protocol
8.3
Ability to be used across all 3GPP technologies

8.4 
Impact on USIM hardware 
8.5
Long Term Key Update mechanism strength

*******************END OF PCR*******************************************
