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1
Decision/action requested

SA3 is kindly requested to accept this pCR for insertion into the TR 33.843 [1]
2
References
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3
Rationale

This pCR proposes to use EPS AKA as the authentication method for the eRemote-UE even if it connects via to the network via an eRelay-UE. EPS AKA has the following protection ‘built-in’ which addresses some of the threats of Key Issue #2:

-
Usage of the SQN protects Denial of Service and replay attacks;

-
Usage of the AUTN protects against man-in-the-middle attacks because it authenticates the network.

EPS AKA can therefore be used via an eRemote-UE.

4
Detailed proposal

*** Beginning of Change ***
6.AUTH
Solution #AUTH: Authentication of eRemote-UE via eRelay-UE

6.AUTH.1
Introduction  
This solution addresses key issue #2.
6.AUTH.2
Solution details  
In order to authenticate an eRemote-UE that connects via an eRelay-UE, the network and eRemote-UE shall follow the procedures as detailed in subclause 6.1 of TS 33.401 [5].
One possible deviation of subclause 6.1 could be derivation of a KeNB_relay instead of a KeNB in case this is what is opted for in the solution #SC.
6.AUTH.3
Evaluation
This solution fulfils the requirements of key issue #2.
*** End of Change ***
