3GPP TSG SA WG3 (Security) Meeting #88
S3-171741
7-11 August, 2017, Dali,China
revision of S3-17xabc
Source:
KPN
Title:
New key issue on authentication of eRelay-UE
Document for:
Approval
Agenda Item:
8.2
1
Decision/action requested

SA3 is kindly requested to accept this pCR for insertion into the TR 33.843 [1]
2
References

[1]
3GPP TR 33.843 Study on security Architecture Enhancements to ProSe UE-to-Network Relay
3
Rationale

This key issue introduces the authentication of the eRelay-UE. The rationale is simple, without authentication the eRelay-UE cannot act as a normal UE nor can it obtain the authorization, resources, and or can be identified by the network. Similarly, without authentication, the network cannot authorize the UE, cannot provide the ProSe codes, and it can also not provide network resources.
The potential security requirements are that the eRelay-UE has to be authenticated by the network and vice versa.
4
Detailed proposal

*** Beginning of Change ***
5.AUTH2
Key Issue #AUTH2: Authentication of eRelay-UE

5.AUTH2.1
Issue Detail

This key issue is about authentication of an eRelay-UE. For an eRelay-UE there are essentially two modes of operation, namely the mode where it functions as a normal UE and a mode where it functions as a layer-2 relay in addition. In the case it functions as a normal UE, authentication is required as per TS 33.401 [5]. For the eRelay-UE to function as a layer-2 relay, it will need to receive ProSe discovery codes, it will need to receive authorization and it will need to be identifiable by the network in order to provide resources. Said differently, the network and UE will have to authenticate each other before the eRelay-UE can be provisioned for the providing the service. 
5.AUTH2.3
Security Threats
-
Without authentication, the eRelay-UE cannot determine whether it received ProSe codes, authorization, and/or network resources;

-
Without authentication, the network cannot provide authorizations, ProSe codes, and/or network resources for the service to work.
5.AUTH2.4
Potential Security Requirements
An eRelay-UE and the network should mutually authenticate each other.
*** End of Change ***
