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Decision/action requested

It is proposed to enforce the working assumptions in clause 4.
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Rationale
SA2 has agreed that when the UE is connected over 3GPP and non-3GPP accesses simultaneously to the same PLMN, a single AMF serves the UE. There are two N1 instances, however, also some common elements like the 5G-GUTI. 

There seems to be an interest to using a single anchor key (KAMF) to secure both N1 instances. We propose some working assumption on how this could be done. 
4
Discussion 
In 5G Systems, a UE may be registered simultaneously to the same PLMN over 3GPP and non-3GPP accesses. For this purpose, it is expected that the UE and the AMF maintain two NAS instances, one for each access type. In such scenarios, TS 23.501 [1] further describes which elements of the user context in the AMF would be shared among the NAS connections and which would not. For example, there will be multiple Connection Management (CM) and Registration Management (RM) states, one per access type. On the other hand, the temporary identifier (5G-GUTI) will be common, and it may be assigned or re-assigned over both N1 instances. The 5G-GUTI is access independent, and used to locate the AMF where the current UE context including the security context exists. 
From security point of view, many NAS security related elements can also be shared between the N1 instances: 
· the UE security capabilities 
· the chosen NAS security algorithms 
This would propose that the NAS SMC run over the 3GPP and non-3GPP accesses would be identical. There is no security benefit for repeating the NAS SMC over both accesses. 

Proposal 1: SA3 should agree that there is no security requirement for running independent NAS SMCs over 3GPP and non-3GPP accesses if the anchor key remains the same. Running NAS SMC once is enough. 
The <5G key set identifier> has a critical role when managing the security context. It is derived during primary authentication and it identifies the anchor key KAMF. It allows the re-use of the anchor key during subsequent connection setup. If the anchor key is used to secure more than one N1 instances between the UE and the AMF, then the <5G key set identifier> needs to be the same. It also means that the 5G-GUTI, and the <5G key set identifier> together does not identify uniquely the N1 instance anymore but some additional information is needed. In AMF side, this could be an indication from the lower layers, e.g. the N2 instance. For the UE, it is easier to know over which radio the N1 instance was received. 

Proposal 2: SA3 should agree that if the same anchor key is used over two N1 instances, the <5G key set identifier> remains the same. Furthermore, 5G-GUTI, and the <5G key set identifier> together does not identify uniquely the N1 instance anymore but some additional information is needed.
When the AMF is changed (because of a mobility event), the source AMF needs to remove security context information from all N1 instances (not only one). According to SA2, there is single AMF serving one UE at the time. 
Proposal 3: SA3 should agree that when security context is forwarded between the source and target AMF, security context information needs to be sent to the target AMF, and all security context information needs to be removed from the source AMF. This applies to security context information from all N1 instances. 
In EPC, NAS COUNTs are set to the start value (zero) for a partial native security context created by a successful primary authentication. UE needs the NAS COUNTs when it receives the first NAS SMC for that security context. MME needs the NAS COUNTs when it sends the first NAS SMC for that security context. 

It is difficult to see how the security for multiple NAS connections could be solved without having independent NAS COUNT namespaces for different N1 instances. The reason is that both NAS legs can be used simultaneously, and there is no guarantee that the NAS messages are received at the same order than they were sent. 
Proposal 4: SA3 should agree that different N1 instances needs to have their own NAS COUNTs. 
There seems to be two solution candidates on how many NAS keys are needed to secure the N1 instances (with single anchor key): 

1) Using separate NAS integrity and encryption keys (i.e. four keys) 
2) Using shared NAS integrity and encryption keys (i.e. two keys) 
The decision on how many key pairs are used to secure the N1 instances is partly up to the protocol design. There is no security benefit from mandating separate NAS keys for each N1 instance. 
The use of separate NAS keys (1) may require running NAS SMC again if the derivation of new keys needs to be tested before taken into the use. Using shared NAS keys (2) has the benefit of removing the NAS SMC since the NAS keys over the different N1 instances remains the same. 
Proposal 5: SA3 should agree that there is no security benefit from using separate NAS keys. The choice depends more on protocol design and implementation options, than security. 
5
Conclusion

We propose that below working assumptions for SA3 are agreed. Note that the proposed working assumptions apply to the case when single anchor key (KAMF) identified by the same <5G key set identifier> is used to protect two NAS instances over 3GPP and non-3GPP accesses. 
Proposal 1: There is no requirement for running independent NAS SMCs over 3GPP and non-3GPP accesses if the anchor key remains the same. Running NAS SMC once is enough. 
SA3 made no agreement on proposal 1. 
Proposal 2: If the same anchor key is used over two N1 instances, the <5G key set identifier> remains the same. Furthermore, 5G-GUTI, and the <5G key set identifier> together does not identify uniquely the N1 instance anymore but some additional information is needed.
SA3 made no agreement on proposal 2. 
Proposal 3: When security context is forwarded between the source and target AMF, security context information needs to be sent to the target AMF, and all security context information needs to be removed from the source AMF. This applies to security context information from all N1 instances. 
SA3 endorsed the principle in proposal 3. It is FFS if the Kamf is forwarded as it is or changed before it is forwarded. 
Proposal 4: Different N1 instances needs to have their own NAS COUNTs. 
SA3 endorsed the principle in proposal 4. 
Proposal 5: There is no security benefit from using separate NAS keys. The choice depends more on protocol design and implementation options, than security. 
SA3 made no agreement on proposal 5. 
