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1
Decision/action requested

This document provides a solution for interworking in TR 33.880
The solution has been updated based on offline comments to improve the clarity of the text.
2
References
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3
Rationale

Where MC security is not supported in an external system, such as a non-3GPP system, then the end-to-end security mechanisms used in the MC system need to be terminated at the edge of the mission critical system(s).  As defined in 23.283 [xx] for interworking, the edge of a mission critical system would be the interworking function (IWF).
Five approaches are identified to allow termination of end-to-end security mechanisms at a MC Security Gateway (SeGy):

· SeGy acts as a single MC client within the MC system (one for all external users).

· SeGy acts as many MC clients within the MC system (one per external user).

· SeGy acts as many migrated MC clients within an external MC system (one per external user).

· SeGy acts as an external MC system (one identity per external user).

· SeGy acts as a single user in an external MC system (one identity for all external users).

Each of these solutions are evaluated.
4
Detailed proposal

******************Start of Change 1*******************
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Primary MCPTT System: MCPTT system where the MCPTT User Profile of an MCPTT User is defined.

Partner MCPTT System: Allied MCPTT system that provides MCPTT Services to an MCPTT User based on the MCPTT User Profile that is defined in the Primary MCPTT System of that MCPTT User.

Security Domain: A security domain is a group of MCX users who share common security requirements and policies for their communications. From a technical perspective, users within a security domain share a KMS and KMS certificate. MCX users may be members of one or more security domains.

Home Security Domain: The MCX user's primary security domain.

External Security Domain: A security domain that is not the user's home security domain. Secure communications with an external security domain may or may not be permitted by the home security domain. 

Home KMS: The KMS that acts as the root of trust of the Home Security Domain.

External KMS: The KMS which acts as the root of trust for a specific External Security Domain.

KMS Certificate: A certificate required to communicate with a security domain to support identity-based cryptography. This differs from X.509 certificates used for traditional PKI. See Annex D.3.1 within TS 33.179 [3].
MC Security Gateway (SeGy): A function which terminates MC security to allow for interworking with external systems that do not support mission critical security mechanisms.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CA
Certificate Authority

CSC
Common Services Core
CSK
Client-Server Key

CSK-ID
Client-Server Key Identifier

DL
Downlink

DoS
Denial of Service

eMCPTT
Enhanced Mission Critical Push-to-Talk

GCS
Group Controlling Server

GDK
Group Data Key

GDK-ID
Group Data Key Identifier

GMK
Group Master Key
GMS
Group Management Server
IBE
Identity-Based Encryption

IdM
Identity Management
IdMS
Identity Management Server
JSON
JavaScript Object Notation

JWS
JSON Web Signature

JWT
JSON Web Token

KDF
Key Derivation Function

KFC
Key For Control Signalling

KMS
Key Management Server
LI
Lawful Interception

MBMS
Multimedia Broadcast/Multicast Service
MBSFN
Multimedia Broadcast Single Frequency Network
MC
Mission Critical

MCCI
Mission Critical Communication Interworking

MCData
Mission Critical Data

MCPTT
Mission Critical Push to Talk
MCSEC
Mission Critical SECurity

MCSMI
Mission Critical Study on Migration and Interconnect

MCVideo
Mission Critical Video

MCX
Mission Critical Services

MitM
Man-in-the-Middle

MKFC
Multicast Key Floor Control

MSCCK
MBMS Sub- Channel Control Key

MuSiK
Multicast Signalling Key

PCK
Private Call Key
PDK
Private Data Key

PDK-ID
Private Data Key Identifier

PFK
Participating Function Key

PKI
Public Key Infrastructure

ROC
Roll-Over-Counter

RTP
Real-Time Transport Protocol

SDS
Short Data Services

SeGy
MC Security Gateway

SPK
SIP Protection Key

SRTCP
Secure Real-Time Transport Control Protocol
SRTP
Secure Real-Time Transport Protocol

SSRC
Synchronization Source
TGMK
Temporary Group Master Key

TMGI
Temporary Mobile Group Identity

UID
User Identifier

******************End of Change 1*******************
******************Start of Change 2*******************
7.8
Security solutions for interworking between LTE and non-LTE systems (MCCI)
7.8.1
Solution #7.1: MC Security Gateway (SeGy) acts as a single MC client

7.8.1.1
Overview
The MC Security Gateway (SeGy) is a function which terminates MC security to allow for interworking with external systems that do not support mission critical security mechanisms. This includes external MC Domains that do not have MC security enabled, and non-3GPP systems, such as LMR.
NOTE:
This solution is applicable to migration, interconnection and interworking with non-3GPP systems.
In the case of interworking with Land Mobile Radio, the SeGy may be integrated with the Interworking Function (IWF) as defined in TS 23.283 [xx]. 
The solution defines that a SeGy acts as MC client(s) within the MC Domain. In this instance, the SeGy is part of the same security domain as the rest of the MC system and is dependent on the MC Domain to operate. The single SeGy identity (i.e. MC client) is used to represent all users in the external system.
7.8.1.2
Motivating security requirements

The following security requirements are applicable to the SeGy:
[MCSEC-7.1-2]
The MC System shall enable the decryption of signalling and traffic routed to the non-3GPP system. This shall not compromise signalling or traffic that is not routed to the non-3GPP system.

[MCSEC-7.1-3]
The MC System shall be able to apply MC security mechanisms to signalling/media received from the non-3GPP system to ensure that equivalent protections are applied to this data as for native MC system data.
7.8.1.3
Solution description
The SeGy acts as MC Client(s) within the MC domain, forfilling all the security functions of the MC Client. The SeGy represents the identity of users in the external system within the MC Domain. 
1.
The SeGy authenticates to and requests an access token from the IdM as an MC client. 
2.
The SeGy requests user-specific key material from the KMS as an MC client.

3.
The SeGy communicates with the GMS to join groups as an MC client. 

4.
The SeGy connects with MCX Server(s), using CSK as an MC client. The SeGy acts as an MC client to the MCX Server. This includes:
a.  The SeGy may initiate protected private or group calls on behalf of users in the external system.

b.  The SeGy may receive protected private or group calls on behalf of users in the external system.
7.8.1.4
Evaluation against requirements
In this case the SeGy represents all external users with a single identity.
This approach may be most applicable where the SeGy is not transparent. To clarify, MC clients secure communications to the SeGy to reach the external user. Further signalling would be required after establishing this security connection to reach a specific external user (e.g. providing the identity of the external user to an IWF or equivalent). Resolving identities between LTE and non-3GPP users is the responsibility of the IWF and beyond the scope of this solution. However, the MC client will need to link the identity of the non-3GPP user and the identity of the SeGy, and transmit the identity of the external user to the IWF. 
Advantages of the approach are:

A1-1
The approach is simple and scalable for the SeGy and the MC Domain.

Disadvantages of the approach are:
D1-1
There is a security risk of spoofing by the SeGy. By representing multiple users using one identity, the SeGy is going against the security principles of the MC system. Controls would have to be put in place to prevent the SeGy from spoofing identities that it isn't allowed to represent.
D1-2
Requires a 'host' domain. Connecting to other systems, the SeGy (and the external system it represents) appear as part of the MC Domain that supports it. 
D1-3
Using a SeGy non-transparently impacts the usability of the gateway.

D1-4
To use a SeGy of this type transparently would require modifying clients to use a different cryptographic identity when dialing external users behind the SeGy, introducing a major security and configuration impact. 
7.8.2
Solution #7.2: MC Security Gateway (SeGy) acts as many MC clients

7.8.2.1
Overview
For background, see Clause 7.8.1.1.

The solution defines that a SeGy acts as MC clients within the MC Domain, one MC client identity per external identity in the external system. In this instance, the SeGy is part of the same security domain as the rest of the MC system and is dependent on the MC Domain to operate.
7.8.2.2
Motivating security requirements

For requirements, see Clause 7.8.1.2
7.8.2.3
Solution description
The SeGy acts as multiple MC Clients within the MC domain, forfilling the security functions of each of the MC Clients. The SeGy represents the identity of each user in the external system within the MC Domain. 

1.
The SeGy individually authenticates to and requests access tokens from the IdM for each identity that it represents. 

2.
The SeGy individually requests user-specific key material from the KMS for each identity that it represents.

3.
The SeGy individually communicates with the GMS to join groups for each identity that it represents. This will mean the SeGy joins the same group many times.

4.
The SeGy individually connects with MCX Server(s), using a CSK, for each MC client that it represents. This will result in multiple connections to the same MCX Servers.
7.8.2.4
Evaluation against requirements

The proposed approach creates a user in the MC Domain for every user in the external domain. From the point of view of the MC Domain, it has multiple MC clients connecting to the domain from the same signalling entry point (the SeGy's address).
Advantages of this approach:

A2-1
The approach is completely transparent to the MC clients and the MC Domain.

A2-2
The security principles of the MC System are maintained.

Disadvantages of this approach:
D2-1
The proposed approach still has scaling issues. A large amount of connection signalling (to IdM, KMS, GMS, MCX Servers) is required for each user that the SeGy supports. If the external system is large, it would require the MC Domain to scale similarly.

D2-2
Requires a 'host' domain. Connecting to other systems, the SeGy (and the external system it represents) appear as part of the MC Domain that supports it. 
D2-3
Connectivity to the MC Domain appears clumsy, using multiple CSKs to connect to the same server.
7.8.3
Solution #7.3: MC Security Gateway (SeGy) acts as many migrated MC clients
7.8.3.1
Overview
For background, see Clause 7.8.1.1.

The solution defines that a SeGy acts as an external MC Domain containing many migrated MC clients from the MC Domain, one per external identity in the external system. In this instance, the SeGy's clients are part of the same security domain as the rest of the MC Domain and hence it is dependent on the MC Domain to operate.
7.8.3.2
Motivating security requirements

For requirements, see Clause 7.8.1.2.
7.8.3.3
Solution description
The SeGy acts as multiple MC Clients within the MC domain, forfilling the security functions of each of the MC Clients. The SeGy represents the identity of each user in the external system within the MC Domain. 

1.
The SeGy individually authenticates and requests access tokens from the IdM for each identity that it represents. 

2.
The SeGy individually requests user-specific key material from the KMS for each identity that it represents.

3.
The SeGy individually communicates with the GMS to join groups for each identity that it represents. This will mean the SeGy joins the same group many times.

4.
The SeGy connects individually with each MCX Server(s), using SPK as an external MC Domain.
7.8.3.4
Evaluation against requirements

The proposed approach creates a migrated user in the MC Domain for every user in the external domain. From the point of view of the MC Domain, it has multiple migrated MC clients connecting to the domain from the same external system. This reduces some of the signalling overhead of solution #7.2.
Advantages of this approach:

A3-1
The approach is completely transparent to the MC clients.

A3-2
The MC Domain only has to setup a single interconnection with an external MC system.
A3-3
The security principles of the MC System are maintained.

Disadvantages of this approach:

D3-1
The proposed approach still has scaling issues. A large amount of connection signalling (to IdM, KMS, GMS) is required for each user that the SeGy supports. If the external system is large, it would require the MC Domain to scale similarly.

D3-2
Requires a 'host' domain. Connecting to other systems, the SeGy (and the external system it represents) appear as part of the MC Domain that supports it. 
7.8.4
Solution #7.4: MC Security Gateway (SeGy) acts as an external MC Domain
7.8.4.1
Overview
For background, see Clause 7.8.1.1.
The solution defines that the SeGy acts as an entirely external MC Domain towards the MC Domain. This involves associating sub-functions of a separate IS Proxy, KMS, IdM, and an external MC client with the SeGy. The advantage of this approach is that the SeGy is independent of existing MC Domains.
7.8.4.2
Motivating security requirements

For requirements, see Clause 7.8.1.2
7.8.4.3
Solution description
1.
The SeGy has its own (integrated) KMS and IdM and internally creates its own 'user' for any user of the external system that requires connection through the SeGy.  

NOTE:
Extracting the SeGy's KMS into a truly separate function would have the security benefit that compromise of the SeGy would not compromise the KMS.
2.
The SeGy connects to MC Domains as an external MC Domain, using a single connection (SIP and HTTP) and with SIP secured using an SPK.
3.
The SeGy (integrated) IdM supports inter-domain identity management for any required service authorisations needed with another MC Domain. 
4.
The SeGy could also integrate a GMS, allowing the SeGy to add MC System users into its own groups. The SeGy would need to connect to GMSs in MC Domains to add each of its users into existing groups.
5.
From the point of view of the MC Domain, communications to/from the SeGy come from MC clients in the SeGy's external system.
7.8.4.4
Evaluation against requirements

In this case the SeGy acts as a full external domain.
Advantages of this approach:
A4-1.
No host domain is required. The SeGy acts independently of any existing MC Domain.

A4-2.
Compromise of the SeGy has minimal impact on the security of existing MC Domains (as only the users of an external system are compromised).
A4-3.
The SeGy can create new external system users on the fly, with minimal signalling. This allows the SeGy to dynamically scale.
Disadvantages of this approach:

D4-1.
The SeGy needs to support a range of features and servers (IdM, KMS, GMS, and possibly others) to appear as a full external system (but fewer client features).
D4-2.
A large amount of signalling is required to register each external user to groups in the MC Domain.
7.8.5
Solution #7.5: MC Security Gateway (SeGy) acts as a single user in an external MC Domain

7.8.5.1
Overview
For background, see Clause 7.8.1.1.

The solution defines that the SeGy acts as an entirely external MC Domain towards the MC Domain, but with only one user. This involves associating sub-functions of a separate IS Proxy, KMS, IdM, and an external MC client with the SeGy. The advantage of this approach is that the SeGy is independent of existing MC Domains, but requires less signalling than if it contained multiple users. 
7.8.5.2
Motivating security requirements

For requirements, see Clause 7.8.1.2
7.8.5.3
Solution description
1.
The SeGy has its own (integrated) KMS and IdM and internally creates a single 'user' to represent all users of the external system that it represents.  

2.
The SeGy connects to MC Domains as an external MC Domain, using a single connection and secured using an SPK.
3.
The SeGy (integrated) IdM supports inter-domain identity management for any required service authorisations needed with another MC Domain.
4.
The SeGy could also integrate a GMS, allowing the SeGy to add MC System users into its own groups. The SeGy would need to connect to GMSs in MC Domains to its user into existing groups.

5.
From the point of view of the MC Domain, communications to/from the SeGy come from the MC client in the SeGy's external system. To perform a private call to the external system represented by the SeGy would require some form of translation at the MC client or SeGy.
7.8.5.4
Evaluation against requirements

In this case the SeGy acts as a full external domain with one user.

Advantages of this approach:

A5-1
No host domain is required. The SeGy acts independently of any existing MC Domain.

A5-2
Compromise of the SeGy has minimal impact on the security of existing MC Domains (as only the users of an external system are compromised).
A5-3
The SeGy uses minimal signalling to integrate into existing MC Domains.
Disadvantages of this approach:


D5-1
The SeGy needs to support a range of features to appear as a full external system (but fewer client features).
D5-2 
There is a security risk of spoofing by the SeGy. By representing multiple users using one identity, the SeGy is going against the security principles of the MC system. The risk is lower as this only impacts its own domain.

D5-3
Using a SeGy non-transparently impacts the usability of the gateway.

D5-4
To use a SeGy of this type transparently would require modifying clients to use a different cryptographic identity when dialing external users behind the SeGy, introducing a security and configuration impact (although this only impacts one security domain in this case). 
******************End of Change 2********************
